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Abstract.

Data Privacy Detection in Social Networks (DPDSNs) is overriding the need for the privatization of
information in online networks and social media. In recent times, data security and privatization have
become the biggest challenge for all categories of people ranging from affluent people to familiar people
in society. Social networking data being sensitive is capable of causing a big difference in all the domains
where sensitive information cases sensations in positive as well as in adverse impacts. The primary
objective of this paper is to conduct a deep- rooted review on various aspects of Data Privacy Detection
methods applied in Social Networks using combinational analysis of multiple areas like Data Mining,
Machine Learning, and Blockchain Technological processes respectively. Numerous papers were
surveyed and reviewed with a primary focus on methodologies used, techniques applied, algorithms
designed as well as the outcomes of results achieved in the course of the study. After consequent reviews
and analysis, a novel framework based on the non-existence of Data Privacy Detection Techniques was
proposed, and the future directions are shared to counteract the problems faced in the data privacy along
with this study.
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INTRODUCTION

The world being an information-based platform operates on the data available and extracts the knowledge
based on the data using Data Mining techniques. The prediction and detection methods are applied based
on the Machine Learning Algorithms as they are capable of designing algorithms to predict the same
using artificial intelligence. Hence the DPDSNs combine the detection and prediction methods to identify
the best factors that would be handled to detect the privacy and protect the social networking information
from intruders and information stealers. Various techniques and methods were created, new frameworks
and models were proposed to assess data security and privacy. Hence the primary objective of the paper is
to conduct a deep-rooted survey on how various problems in data privacy have been addressed using three
powerful techniques viz Data Mining, Machine Learning, and Blockchain Technology, respectively. The
general Social media privacy problems were reviewed in the earlier part of the study. Also, the Data
Mining assessments, Machine

Learning Models used and the impact of Blockchain Technology in protecting Data Privacy problems has
been examined in the overall context of the study.

LITERATURE REVIEW

Social Networks

Social Networking denotes the mode to connect the people and also a means of communication among
them. Social Networking has developed itself as a mass media which is capable of turning the heads of
any personalities and also can bring changes in the political, social, and economic condition of the
country. Hence data privacy in social networking is considered highly sensitive and requires a robust
framework to protect sensitive information from intruders. Various researchers have performed further
analysis and predictions on social networking in different research works. Analytics on Delhi Odd-even
Policy based on the tweets posted on Twitter during the period from December 2015 to August 2016. This
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research analysis converted unstructured tweets into structured information based on open source
libraries. The tweets collected was based on hashtags APl on which sentiment predictive models are
proposed. The performance evaluation was conducted, and the results showed that TextBlob API, along
with the proposed model, overwhelmed the other four sentimental models used earlier .

A novel model framework was developed that combined finds the solution for the link and interaction
polarity problems and predicts the results thereof. The experiments concluded that the proposed model
framework was sufficient to assist data sparsity as well as cold start problems linked with social
networking links. The paper was classified under link mining concepts®. The Social networking usage of
clickable buttons was tested based on the polarised public opinion that gave a response for corporate
social advocacy. The major participants were the advocators and boycotters of president Trump's
immigration ban in 2017. The assessment resulted in the identification of three unique nature of boycotter
in social networking as well as advocators. However, the boycotters were very dense compared to
advocators. The results could impact the decision made by the president and create an impact on the
continuation of the ban®.

An existing social network analysis was performed on Facebook and converted the data into knowledge.
New patterns were developed through the aggregation of various interactions among online users on
Facebook on disaster happenings®. The social network analysis focused on disaster news spread frequency
and information propagation in an emergent manner. An exploration of the various opportunities in
avoiding money laundering was studied using the central database operated in Italy. A novel model was
proposed to sort out and map the relational data among the information from social networks. The
collected data was developed as a predictive model to assess financial operations and network
transactions from various countries. The research study finally developed patterns that could identify the
potential intruders and criminals in social networking in the form of clusters®.

A conflict Relationship Investigation process was introduced based on social network analysis where the
analysis is based on sparse representations. The principal objective was to solve LSDM problems using
the decision selection process as well as DM's Weights respectively. The proposed model S-CRIP was
identified as an up-gradation of various other models like the CD-CRIP model that can handle numerical
representations. The model was very highly influential in building numerical analysis in future social
network analysis where text-based analysis is possible®. A method to detect the repetitive, abusive
languages of the social network users was detected using the development of a cyberbullying
phenomenon monitor and also to combine classification of messages with social network analysis. The
classification module was evaluated and was built on the inputs received through Instagram messages.
Finally, the user interface for detecting cyberbullying was designed and was successful’.

A novel framework was developed to secure and store social network data in a cloud-based environment.
The framework was designed in such a way that it encrypts the original data and stores it in the cloud for
further processing®. Whenever the data is accepted using a private key from the right user, the contents are
decrypted to acquire the original data and view the contents for the social network user in connection. The
Situation deliberately makes communication in social networking more reliable and avoids leakage of
messages and other secure information over Social networks. A comprehensive review of the different
security and protective issues faced by social networking media was conducted®. The study focused on the
various security methods portrayed in all the social networking components and also gives the security
measures sufficient to suppress the threats. The review also identified strategies to make the interactions
of social networks more promising shielded with prevention from unexpected data or intrusions. The
study was beneficial to identify the flaws in social networking with regards to data privacy. Various
papers related concepts were studied on Online Social Networks (OSNSs) to identify the methods used to
classify the original and Fake profiles of various Social Networks. The security issues and privacy
problems were studied along with their relevance to the information shared during communication.
Different other analysis was also carried out based on the problems in security, modeling tools, and even
on other security threats of social networks in online mode™. A Forensic Analysis on Instagram was
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carried out based on social networks. Forensic techniques are applied to pictures or posts on Instagram to
detect the various parameters like comments, likes, and tags to find the intruders or fake profiles in social
networks. Social networking forensics enables us to find the traces left by the intruders after unsolicited
messages or known intrusions. This research gave proof to test the user behaviors and also assisted on the
system based forensic analysis to find pieces of evidence on any privacy intrusion in social network
accounts of legitimate users™.

A similar analysis was conducted on the different watermarking techniques applied in social networks
using a novel model called DWT, DCT, and SVD based methods that decompose the image lowers the
frequency bands embeds the image to find the information related to the idea like the owner, health
details, etc. that can be applied in various fields'>. The newly formed model created instantaneous
methods to find the quality of the image and also the intrusion happened in the social network with the
fake identities of the image, respectively.

After the baseline analysis of various social networking problems associated with data privacy and
reliability, a review of the techniques to be applied was mandatory. Hence Data Mining techniques were
reviewed and analyzed.

Data Mining

Data Mining techniques are one of the chiefly utilized methods for social network analysis ranging from
text-based analysis to numerical analysis in all prospects. Hence the assessment of DPDSNS was also
proposed based on Data mining techniques. Among the reviews collected®®, performed the survey on
PPDM practices and relevant literature to assess the metrics used to evaluate the privacy detection
methods and its relevant applications. This model helped to preserve privacy and enhance the storage of
sensitive information on social media and the internet.

A framework was developed for providing support for healthcare systems through privacy- preserving
process mining techniques™. The sensitive information in healthcare sectors was preserved by applying
layers of data transformation methods as well as process mining toidentify anonymous healthcare
information. A Bayesian-based PPDM method was developed based on classification techniques™. The
author surveyed various models presented for ten years on privacy-preserving data mining using the data
perturbation method, which is found to be independent of the algorithm. The author used practical
techniques that are very casual to identify privacy preservation. The results showed that the current
method was convincing compared to the existing data privacy detection methods.

Various data mining techniques were applied to detect privacy, threats in security, and also the
investigations related to their usage and limitations. The review channelized various problems for data
privacy like security threats, privacy protection, denial of service in standalone and distributed systems,
botnet, malware, spyware as well as ransomware and probing. The review was presented to assess the
future needs of data privacy methods and the enhancements possible’®. A Data Mining based privacy
protection method was developed”” and used for predicting the length of stay of patients thereby
managing the privacy data and coding for management of admissions in healthcare and insurance
systems.

A heuristic approach was developed that worked on examining experience as a factor to manage the
privacy of visitors in stores. The work included classification techniques in data mining using an
algorithm and detected the problems using facts and patterns'®. The research work is a mixture of
theoretical and practical methods and hence gained importance in predicting the privacy of information
over the internet. An assessment of Privacy- Preserving Data Mining algorithms was conducted™ based
on various frameworks, patterns created, and also on the usage and tactics followed by various research
works in existence. The data privacy framework analysis showed that privateness was in problem based
on a few parameters like efficiency, degree of uncertainty, the utility of data as well as resistance to being
hidden respectively. The research also confirmed that no data mining- based privacy-preserving algorithm
is in existence at present, and maximum frameworks are existing in a theoretical manner only.
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A framework for transparency and enhancing the confidence of data privacy in the educational sector was
developed®. The research study-initiated checklist-based assessments to check for student information
transferred over different networks and also dealt with the prediction of loss of privacy of information in
different situations based on student dataset. The results are confirmed based on the missing word in the
dataset at the end of the transfer of information in online networks.Six data mining methods were tested
through the cross-industry standard process for data mining in predicting the bloodstream infections with
central line association among patients in healthcare streams. The dataset from the US National
Healthcare Safety Network is used for the examination of the loss of sensitive information using data
mining algorithms. The AdaBoost algorithms produced the Accuracy of 89.7%, which gave hope for high
accuracy predictions in the future®. A survey on Knowledge Discovery and Data Mining (KDDM)
process were conducted and its impact on handling data privacy and protection mechanisms in South
African bank sectors based on user segmentation techniques. The financial preferences and data
modulations, fluctuations based on online banking are observed in the survey?®.

A model was developed using data mining algorithms to apply in privacy information among the medical
domain. The framework model was created using patterns generated by Euclidean Distance, spectral
clustering, etc. Privacy protection is a measure based on loss of data on the sensible part of the data in a
dataset®. The analysis was based on the different strategies used in the protection of private data through
the design of the best tool using clustering and classification tool in Data Mining. The results on the Prima
Indians Diabetes dataset showed a feasible Random Index for clustering with 0.52, whereas Parkinson's
speech database varied from 0.45 to 0.50, respectively. A novel knowledge-based design for data privacy
was introduced® which used agile manufacturing techniques with data mining. The product emergence
process (PEP) was used to assess the data privacy mining methods in existence. This model also proved to
be useful in the context of data mining.

The prediction of the strength of data was demonstrated in social networks using data mining methods
like decision tree, naive Bayesian techniques. Also, ensemble methods of classification were used. The
sample analysis was made with LinkedIn data using Bagging and Boosting techniques®. Also,
performance techniques like Accuracy, F-Measure, and average executing time are proposed as the best
evaluation methods for solving the problem. System-based protection for the privacy of data was offered
and developed® through data mining, three-level hierarchical architecture. The in-depth analysis was
carried out based on the data loss in many websites because of the high efficiency and functioning of the
architectural system. A novel algorithm PBIDOT was proposed?’ to optimize the results of the prediction
of data privacy methods. The novel algorithm was examined for various performance measures like
efficiency, scalability accuracy, and resistance of attack. The research outcomes showed promising results
with speed of execution, the resistance of attack, Accuracy as well as scalability concerning the protection
of privacy of information.

The techniques reviewed based on data mining methods and techniques, the novel frameworks and
models, were assessed. The reviews suggested that data mining is the central core to create a hybrid
framework that could be supported further with machine learning techniques.

Machine Learning Techniques

The impact of Data Mining on Data Privacy Detection in Social Networks accounted for the basic design
methods. However, the detection required complex algorithms and practices that combine the features to
enhance the accuracy of prediction. Hence Machine Learning Techniques (MLT) are reviewed to
acknowledge the best techniques that can provide a solution for the problem. A study on the use of
Machine Learning Techniques would suggest the best methods for the formation of frameworks to detect
Data Privacy?®. The various problems and challenges were surveyed encountered in ERP systems to
preserve the privacy of data stored and processed in the system using machine learning techniques. The
online data based on the cloud and computational capabilities are held using a modeled dataset as a
training set that was capable of predicting privacy issues in any situation. The primary concern is based
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on the ERP systems used in enterprise organizations and also on how the challenges can be reduced
through various machine learning techniques. The research proved that Machine learning techniques
could be applied to detect the privacy of information.

Reviewed all the privacy-based problems in federated learning systems. The review was channelized
based on six facets viz machine learning model, distribution of data, privacy mechanism, the architecture
of communication, federation scale, and federation motivation. Various case studies were also studied and
presented in the paper®. The well-organized privacy-preserving machine learning scheme was developed
for handling multiple providers of data from different sources. This model enables all participants of
information to directly verify the shared data using Unidirectional Proxy Re-Encryption (UPRE)
technique. The proposed model was able to reduce the costs associated with computation and also
relieved the problems related to communication between users®.

Proposed Sherpa.ai Framework for Federated Learning using Federated learning methods as well as
privacy in different situations. The paper gave different ways to identify privacy problems using
classification and regression techniques of machine learning models™.

Examined the leakages that happened in machine learning trained data models to identify and remove the
black box reference attacks. The method developed a mechanism that could train models which has the
privacy of members. Also, the min-max model was used to find the best-suited model for assessing risk-
free regulariser in training neural networks with deep learning applied on benchmark datasets. The model
was found to be effective with less loss of privacy and high Accuracy™.

Examined and presented on the pertinent issue of lack of privacy protection through proposing a machine
learning-based model. The method was risk-free and used European Union and General Data Protection
Regulation for assessment of data. The results summarised the entire works and also suggested the
importance of informal methods and decisions to preserve confidential data®. A model was presented to
detect physical hardware attacks on systems leading to social networking like denial of service, spoofing,
eavesdropping methods, and jamming respectively. 10T based system was designed using machine
learning model algorithms and also the data privacy was established in the system using detection of
malware as well as access control, authentication, and secure offloading techniques™.

A novel model was developed that assisted in protecting the datasets from cloud infrastructure from
various users using public-key encryption with the double encryption algorithm (DD-PKE)®. The model
designed was more secure and gave high security compared to other machine learning models. A model
was presented that assessed the privacy of sensitive information in a society based on online
communication using social networks. It also portrayed various deep learning and machine learning
methods to be used along with cryptographic methods®. A similar analysis with a survey was conducted®
on techniques used in privacy preservation based on deep learning and machine learning techniques. The
comparative analysis was also made on the existing best practices of PPDL and showed information
related to MLaaS environments as well.

Hence the MLT empowers a platform that can combine the best characteristics and algorithms of Data
Mining with being incorporated with MLT to form a framework architecture that can enhance the
predictions of data at the maximum level possible.

Blockchain Technology

Blockchain Technology qualifies storage of information in the form of blocks of data that are easily
differentiable, storage of data under high space, especially social network-based data. The blockchain was
identified through reviews as one of the essential techniques that were capable of managing the privacy of
information in social networks. A blockchain-based framework model to secure the data, interoperability,
as well as the efficiency of medical data. The sensitive information in the healthcare systems was
protected using an Ethereum- based blockchain method that prevents the access control of intruders®. The
communication of Ancile also integrates a framework with privacy protection and detection for a long
time. A similar security framework was® which assisted in the integration and management of physical,
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social, and business aspects to increase the efficiency of secure communication in a smart city. Large-
scale information architecture was developed using blockchain technology to manage Electronic health
records from losing the privacy of information. This architecture is also integrated and found to be useful
in all systems®. A similar analysis of E-health systems was assessed using blockchain technology*. The
problems and benefits are evaluated in the study and the performance determined for the same.

A novel data privacy management framework was developed with the aid of blockchain technology to
manage the financial records using three mechanisms viz. Data privacy classification method, a
collaborative filtering model, and data disclosure confirmation scheme, respectively*. A privacy-
preserving framework was created to detect the ownership of data, transparency of information as well as
user suitability among all the users connected in an online network®. The system models were classified
based on the owner and the consumer process. The research showed that privacy-preserving is possible
with blockchain technology.

The smart home-based 10T blockchain was designed* through the creation of scenarios like Ganache,
Web3.js, and Remix that was built on blockchain servers. The primary objective was to enhance privacy,
develop access control, and also to extend the ability to preserve the data. Various constraints, like data
privacy, token usage, policy updations, contracts, and judging the misbehavior, are assessed for data
privacy during the study. Studied and compared theoretical formulation and practical methods of data
privacy techniques based on trusted third parties, cryptographic procedures, hardware with security as
well as blockchain-based practices®. The evaluation was carried out in biomedical studies, which resulted
in the design of the best paradigms. The blockchain smart contracts are utilized for the system, and it
resulted in insufficiency to establish data privacy and hence hybrid methods are recommended for future
works. Analyzed the importance of Blockchain technology in smart Healthcare systems through dictation
and serving methods. It was studied in the research that multiple persons share the same data resulting in
loss of privacy which can be covered through regulation, monitoring as well as sensing the paradigm
using blockchain technology4® A user-centric method called ADVOCATE was developed which
combined loT systems to design hardware and software architecture with the aid of blockchain
technology that is incorporated using intelligent services®’.

A massive survey on blockchain technology-based upon data privacy detection and preservation methods
was conducted®® that analyzed various algorithms that are consensus in nature. The survey also analyzed
multiple trends associated with different periods of blockchain technology that can support data privacy
and build a robust framework. Utilized the recently created PoW based protocol called GHOSTDAG that
are used to oversimplify the factors like the acyclic graph, scalability as well as throughput of the system.
The private blockchains are used to develop smart contracts in handling the health information of patients.
The work resolved the privacy and security problems that existed in remote systems®.

The typical discussion on various algorithms used along with blockchain technologies to prevent data
privacy was analyzed® which concentrated on smart contracts with their applications for the future.
Designed benchmark sensor-based data management and transferring software to preserve clinical data **.
A review was conducted®® based on the preservation of healthcare data and also enhanced the security,
privacy, control, and storage information of healthcare records. The review also suggested that a
framework was required to apply blockchain technologies in data privacy detections.

The reviews suggested that blockchain technology can be applied in hybridization with data mining and
machine learning techniques to design a data privacy detection system architecture.

DATA PRIVACY DETECTION IN SOCIAL NETWORKS FRAMEWORKS

DPDSNSs enable privacy protections, leakages, and other concerns to protect data as the basal view to
review and find the best models that are found suitable for future works. A schematic review was
conducted based on the existing models or frameworks in existence that are used in preserving the privacy
of data. The overall review analysis was summarised in Table 1.
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Table-1: Review of Frameworks in existence related to Data Privacy Detection in Social

and published content of users for|
evaluation®,

Networks (DPDSNs)
Materials and Methods Framework used Outcomes
To assess social networks online andCommunity  Detection  [The Proposed framework|
identify their community networks toFramework outperformed  existing  baseline
preserve sensitive data. The model algorithms in terms of high
used connections of social networks accuracy.

Concentrated on privacy- preserving
social network conversion methods
to identify and protect the privacy of]
user's
data™

A faction of Data in Social
Network

The data security was inactive in
many cases with a low average local
accessing frequency of data.

To develop a framework with thregSemantics-based  sensitiveResults include identification off
levels detecting sensitive informationitopic  diffusion detectionsensitive clusters, eliminate

on the social network based onjframework nonsensitive terms, Twitter analysis

statistical and standard knowledge> based on Kullback— Leibler (KL)
divergence, and high correlation ofi
topics of sensitiveness with 4500
posts
of 790 users.

To develop a taxonomy guidedPersonal Privacy- Found sequential leakages based on

multi-task learning model to predictlPreserving LIWC and Sentence2Vector

privacy leakage tested among 400Framework features. It was also observed with 3

users in a personal network® permanent gap between real and
fake audience in the social
network.

To detect the activities of [Efficient Activity Validations on  benchmark
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humans under smart homes using
spatiotemporal mining techniques.
Also, a novel framework for
predicting the privacy of data is
proposed®’

Recognition Framework

datasets indicated that the accuracy
and utility of privacy were high
compared to existing models.

To utilize the existing model and
incorporate end-user privacy as well
as efficiency in detecting violations
in the social network®.

APRIGUARD: The
Automatic and Efficient
Method for Privacy
Violations Detection

The model was capable of

preventing data theft before it

happens. Also, the Accuracy was
89.5% which outperformed

the existing

model with 85.1% accuracy.

To develop a framework for
preventing spams in a decentralized
network on DOSNs™.

DLSAS: Distributed Large-
Scale Anti-Spam
Framework

The results after examining Twitter
datasets showed high efficiency,
robustness with the newly formed
framework.

To create a framework that encrypts
image contents changes the HSV
color and adds a secret code using an
algorithm to enhance the privacy of
image data®.

iterative magic matrix
encryption algorithm
(IMMEA)

The results related to both
qualitative and quantitative methods
are convincing and found efficient
compared to existing models.

To present the novel data privacy
framework model using existing
software

Vigi4Med and implement it in social
network analysis to prevent leaking
of privacy

information®.

Vigi4Med Scraper

More than 20 websites are analyzed
which accounted for 200 GB of
Data and found that privacy leakage
could be determined using the
model.

The reviews indicated a comprehensive idea of creating a hybrid model for enhancing privacy detection
as well as the security of data over social networks. The data leakage was also concentrated by many of
the authors to protect the privacy of data. It is important to review and analyze the various factors that
have to be tested for privacy predictions.

ASSESSMENT FACTORS FOR DATA PRIVACY DETECTIONS IN SOCIAL NETWORKS
The Data privacy factors have to be identified to assess and qualify the performance of Data Privacy
Detections in Social Networks. Hence some of the reviews were made and studied based on the existing
benchmark models and frameworks. Examined various privacy protection factors that would enable
smooth functioning of detecting privacy violations in mobile social networks and online social networks
respectively®. The survey concentrated on the following factors:

1.
Copyrights
Property rights
Verified users
Confidentiality
Access control

ok wN

o
o
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Flexible access control
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o Dynamic access control

7. Fairness of information to be shared.
All these factors, including the ownership of the data, copyrights are highly confidential, and also the
permissions related factors like access control and user verification has gained importance. The fine-
grained has less power, whereas the flexible and dynamic could gain more control over the privacy of
data.
Concentrated on the content dissemination factors that are used for analyzing the privacy of data in
vehicular social networks where passengers are examined and analyzed using a few factors mentioned
below®*:
Communication behavior
Geographical Location analysis
Individual information analysis
Resistance to counteract the privacy attacks

The communication was based on the posts and information on the social network page, whereas
geographical location was based on the latitude and longitude of the social networking devices. If there
occur any changes in the individual information as well as location, the attack could be identified.
Similarly, the efficiency to hold and reverse the attack from intruders was also recommended in the study.
Few logical factors like robustness, high-fidelity, image sharing scheme from storage were assessed®
using Facebook as the social networking interface. Image encryption or decryption framework was
created to share the images without loss of information and get stored without being assessed by third
parties, thereby protecting the data privacy.

Developed a review on various aspects of data privacy, and a different set of factors were identified as
given below: Relation with family and friends®

Multimedia content in social networks

Genuine users following

Shares from friends

Likes received

The author considered the social networking factors including likes, shares, and relationships with the
user as well as users genuinely following a particular user. This would signify the identification of
intruder easily as anyone apart from the contacts could be identified anonymous and might be badged as
an intruder of privacy information which may be any multimedia content like text, audio, video,
animation, or any useful content respectively.

Similar research was conducted®® where personal factors like friends within the family, education level,
hobbies are considered for detecting the privacy of information in social networks. A model was also
created, tested, and proved with high performance. Random number generation was applied to protect
illegitimate users from entering the system using routing and distributed protocols.

REVIEW FINDINGS

The review performed on various dimensions of Data Privacy Detections in Social Networks (DPDSNSs)
had different impacts based on social network analysis, data mining, Machine Learning techniques, and
Blockchain Technology. Some of the significant findings of the research review are summarised below:
Data Mining was found to be the best technique to design the framework that gives high efficiency in the
prediction of data intrusions, violations, and privacy protection mechanisms. Data Mining was also
efficient to determine the different stages for prediction of data privacy like pre-processing, cleaning,
analysis and detection, etc.

Different algorithms and techniques were used in data mining for efficient prediction of loss of privacy of
data in social networks like Ada boost and Naive Bayesian algorithms.

The reviews on Machine Learning Techniques (MLT) suggested that these techniques could assist in
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creating the prediction model required for assessing the privacy of information in the best ways possible.
The Machine learning frameworks learned in the reviews was successful in terms of efficiency, reliability
as well as the ability to handle online social networking data that was expected to be huge,

Various frameworks were proposed for assessing data privacy in social networks. After the review, it was
found that the maximum accuracy of 89.5% was achieved. This showed that data privacy detection should
be enhanced with much higher accuracy and performance through the design of the best models.

The frameworks proposed various features for data privacy assessment and were found to be successful.
The updated model GOSTDAG also gave good results. Hence it is observed that the blockchain method
could be sufficient for social network data privacy detections in online mode. The network access from
intruders can be prevented using techniques in blockchain technologies like the Ethereum-based
blockchain method or through scenarios like scenario like Ganache, Web3.js, and Remix that was built on
the blockchain.

Blockchain techniques were found to be more effective in preserving the privacy of data as well as in
protecting the entry from intruders in E-health services.

Different factors related to individual copyrights, family information, personal information, and even
location-based factors can be used to assess the privacy of information in social networks using data
privatization methods.

The privacy of data was not restricted to text-based information. It also focused on multimedia aspects
like image, video, audio, and animation contents that also required privacy in Social networking sites.
After the detailed review analysis of all the techniques, including data mining, MLT, and Blockchain
Technology, the impact of each of the methods in acquiring Data Privacy Detection in Social Networks
was found commendable.

RESEARCH GAP ANALYSIS

The review of all the different techniques disclosed various factors and methods that can be used to find
data privacy violations or address any problems related to it. However, few gaps were identified in the
research. The frameworks or any model has not exceeded 90% accuracy in performance in predicting the
privacy of data.

The models and frameworks are not sufficient to determine the maximum possible ways to attack the
secured privacy data. Lack of Hybrid models which can assess best methods from different sources like
the combination of data mining, Machine Learning Technique, and Blockchain Technologies are not
available in existence.

Social networking datasets are not available through primary sources in all the reviews conducted, and
only pre-existing datasets could be assessed.

Based on the addressed problems, the novel model has to be built with Data privacy Detection algorithms
and frameworks possible.

CONCLUSION

The research review studied and presented various techniques and methods applicable to Data Privacy
Detection in Social Networks (DPDSNs). The initial thoughts covered the social network researches that
covered the data privacy and problems related to it. Later, the data mining followed by machine learning
technique-based Data privacy problems in social networks was analyzed. The blockchain technology
methods discussed were found to be effective. The summarised analysis of frameworks and factors also
guoted the need for a hybrid framework model for future predictions of Data Privacy in Social Networks.
This review has steadfastly concluded that the design of the Data Privacy Detection framework should be
a hybrid model with the integration of best techniques from three significant technologies viz data mining,
machine learning techniques, and blockchain methods respectively.
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