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Abstract

Electronic Health Record (EHR) is being used in most healthcare institutions through the advancement in
computer technologies to preserve and share health records instead of a paper-based method. Data
information should be exchanged amongst various parties and users' privileges to manage access to their
records should also be provided. In addition to the basic standards of secrecy, confidentiality and
integrity of information, these acts further demonstrate the need for interoperability and consumer access
to personal data. EHR frameworks face problems in the protection of data collection, reputation and
management. Blockchain technology has arisen as a powerful technology that can offer the immutability,
confidentiality and user access properties of stored information without the need for centralized storage.
This paper discusses the different EHR norms, specifications and problems and also offers a comparative
analysis of various EHR specifications and current blockchain-based EHR systems. Finally, it suggests
an interoperable EHR system focused on blockchain.
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INTRODUCTION

EHR is a real-time official health record of a patient in a digital version that can be shared easily,
securely, and instantly among different facilities and departments. It includes every data required to get
the patient's details, including medical history, radiology images, diagnoses, medications, immunization
dates, treatment plans, allergies, laboratory results, etc. It plays a significant role in healthcare because it
delivers easy access to health records used in -making related to patient care.

: The deficiency of standardisation and regulation of sharing files create EHR interoperability, which
healthcare providers have to consider. According to [1], divergence and discrepancy in health IT
standards usage render several administrations powerless for exchanging records among different EHR
solutions [1]. Healthcare providers are not entirely satisfied with the available EHR system. According to
the study in[2], Heterogeneity in the EHR system and EHRs present additional complications and
obstructions in sharing information among health care organisations and medical professionals.
Determining confidentiality and security during information sharing increases the complication in
attaining interoperability [2]. "Medicare and Medicaid Promoting Interoperability Programs™ in 2019,
was intended to encourage EHR interoperability amongst suppliers [3][4]. The reality is that owing to the
inadequate coordination requirements among the various EHRs, increased costs of participation, the low
engagement of patients in data sharing and the absence of patient identity in health data sharing are not
coordinated efficiently and interoperable across different EHRs, and other Health Information Exchanges
(HIE)[3] [6].
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A blockchain is defined as a digitized record of the transaction. This technology is referred to as
blockchains, owing to its architecture. It contains individual records, referred to as inter-linked blocks,
organised into a discrete sequence, referred to as a chain. Each transaction is applied to the blockchain
after validation by separate interconnected validating nodes [7][8]. The blockchain is a simple illustration
of Distributed Ledger Technology (DLT) [9]. Organised to monitor the various forms of blockchain
transactions, these networks form a peer-to-peer transaction-related network [10]. They make attempts to
validate in an organised manner that every transaction is verified right before it is added to the
blockchain. This distributed network of computer nodes certifies that null or unwanted blocks have not
been linked to a unique chain by a solitary unit [11]. Whenever a unique block is added to a blockchain, it
is interlinked with the previous blocks using a "cryptographic hash™ generated from within the former
block. It assures that the chain is not in any way broken and that any block is permanently recorded. It is
also deliberately difficult to modify earlier transactions in the blockchain when all the active blocks had
to be transformed first. Block-chain is sometimes referred to as a

"Distributed Ledger Technology (DLT)" has established a special history connected to a decentralised
asset that can be unchanged and translucent by utilising cryptographic hashing and decentralisation.
Blockchain is one such unique technology that can play a role in enhancing encryption and security.
Because of its immutability features, blockchain is a unique technology that can improve security and
security [12].

Different studies[12,14] has been conducted to identify challenges and provide a future
recommendation to improve the state of the art blockchain-based framework with less emphasis on
interoperability attribute. This study, however specifically conducted to identify the interoperability
challenges in a blockchain-based framework linked with electronic health records and proposed a
conceptual framework to address interoperability challenges. The rest of the paper is organized as
follows. Section 2 provides the background of the study. Section 3 described blockchain in EHR. Section
4 proposed a conceptual framework, and the last section concludes the study.

BACKGROUND STUDY

A. EHR

Before the 1960s, all therapeutic records were documented and reported by using papers and is filed
manually. Lab reports, diagnoses, medicine directions, and visit notes, were all maintained and written by
using the simple paper sheets arranged together for maintaining the records of the patients. Moreover,
these medical records were retrieved and filed from specifically designed shelves to carry these records'
file folders. Afterward, in the 1960s, things started to revolutionise, developing electronic healthcare
records systems [13].

According to [12,13], the initial use of EHRs comprises the exchange of information for the processing
of claims and scanning images to capture documents [14]. This advancement was found to be helpful and
save time by obsoleting the method of retrieval and filing of documents or charts, controlling the location
of the chart, and photocopying. Representing the data become easy through the graphical representation
technique. Microcomputer network workstations were designed to transcribe all patient orders that are
related to an EHR. Hence, patient charges were lower down significantly along with the hospital costs
[15].

Automated management for the records makes the patient records accessible that can be linked easily to
the monitoring gadgets for recording and interpreting patients' data in the EHR. Rapidly with the growing
period, the EHRs started to use in production and enormous amounts to maintain the medical data found
to be effective in doing research related to epidemiology. Though, subordinate use of data related to EHR
highlighted the problems or errors with the quality of the recorded data for analysis and evaluation soon.
Data usage with the goals except for the purpose for which it was obtained displayed that poor quality of
data frequently directed to noteworthy misrepresentation and impending patient harm [16].
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Most of the EHRs are designed on web/client-server bases in the modern world, use data access,
relational databases, and entry screens that are circumnavigated by using mouse like scrolling and pointer
devices. In the United States, the upsurge in the adoption of EHR was enthused by the year 2009.
Automatically allocating healthcare information from one department to another department has now
developed frequently, and numerous medical administrations have applied HIE and EHRs networks [17].

There have been considerable progressions in few years in EHR; however, most of the previous
expectations have not been understood, and present EHRs require more improvement to meet the
requirement of the present speedily altering the environment in healthcare. Advancing EHR technology
will help in delivering interoperable solutions based on international standards.

B. EHR Requirements
There are several specifications for and they are as follows:

(@) Interoperability: High-performance transfers, enhanced patient outcomes, improved health status,
decreased duplication practices, and reduced uncertainty are facilitated through interoperability and inter-
party data sharing [18]. The degree to which devices and systems can transfer data and translate shared
data is known as interoperability in the EHR. In clinical decision-making, this understanding of the data
expressed will assist [19].

(b) Privacy and Security: Encryption is expected to preserve confidentiality of information [20][21].
Administrative, open and physical protection measures are the three dependencies that ensure confidential
health records' confidentiality as defined by the HIPAA. In the healthcare context, privacy is meant to
enable patients to have the right to manage their medical records by authorisation as exists in the EHRs
patients can use and change their private records [22].

(c) Confidentiality: An expansion of privacy is associated with data security, in particular. If it is
assigned to the dimension of safe contact or consent between caregivers and patients, it is separated from
privacy. Specialists who typically have relations with the patient's history have a legal or moral obligation
to preserve trust in the data [23].

(d) Access control: Access to medical information can also be approved only through accredited
healthcare specialists and patients. Appropriate alert protocols informed approval, and explicit permission
should enable patients to receive their data and provide oversight over who will use it. Regulation is key
(CCF) [24].

(e) Data Sharing: the distribution of medical records is an essential requirement when the patient's
supervision is dispersed through various health care facilities. It will encourage most physicians to study
the patient's medical history for optimum diagnosis and minimise duplication of diagnostic and radiology
tests. The exchange of community data is broken into three separate categories depending on the
members. The data is shared within the corresponding medical organisation. And the specifics are given
to the patient, the patient's friends, and relatives. Lastly, the data were shared with other medical
organisations and with the government [25].

() Data Integrity and availability: Fairness ensures the results' efficacy and accuracy are preserved.
In EHR, this points to the assumption that unapproved usage of the records has not been tainted. The
data must be ready for every EHR to serve its function. Moreover, this suggests that the database
structures used to maintain and process EHR data, the security measures used to secure them, and the
communication networks used to access them must operate properly [26][27].

EHR is a growing technology that should be implemented by fulfilling the above requirements so that
the errors and issues of using it can be reduced.

C. EHR Standards

Different organisations and agencies have tried to standardise the EHR requirements. However, few of
them have been summarised in Tablel while a comparative study between EHR standardrs, prose, cons
and limitations are provided in Table 2.
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TABLE 1: EHR STANDARDS

EHR Standard

Description

HL7

The HL7 is the "EHR System Functional Model (EHR-S FM)". It summaries
the significant functions and applications that must be regulated in an EHR
system. This model delivers a standard description and understanding of
operations easily in medical-care settings through the formation of practical
profiles. It provides a framework for driving the necessities and requests of
high standards and a standard-based methodology for applying functions
related to care settings, priorities, and used by every state [28].

HITECH

The HITECH Act aims to advance the technique through which services are
provided to the patients by spending on advancing medical information
technology. It promotes healthcare professionals by providing financial
incentives to use EHRs to maintain the privacy and security of the patient
data. Additionally, there will be penalties for violating the security and
privacy set rules [29].

HIPAA

Health Insurance Portability and Accountability Act of 1996 (HIPAA) certify
that the patients have rights to their personal health information of any type.
According to [12], the HIPAA Security Rule was also created to necessitate
explicit defenses to protect the patients' electronic health information. Under
the Security Rule, providers must implement specific measures to be
compliant and keep protected health information secure [30].

C-CDA

The HL7 Consolidated CDA (C-CDA) is an execution guideline that
particularises the library of templates and suggests their usage for collecting
specific types of documents [31].

OPEN- EHR

The open standard specification defines management, collection, recovery and
sharing of health data in electronic health reports (EHRS). It is the name of a
new tool used for e-health, comprising exposed particularisations, clinical
software, and models that could be utilised for building standards and
information production with the solutions of interoperability for medical-care
[32].

THE OWL

The OWL is used to address the numerous informatics challenges and
terminologies associated with the description and origin of variables for
reporting qualitatively from healthcare data in EHR. It is precise in meaning,
reusable, and supports dispersed web-based processing of discrete healthcare
data [33].

SNOMED CT

It is a standard clinical term with particular support for "multilingual
translation”. It is implemented in approximately more than fifty states.
SNOMED-CT aims to add substantial meaning to EHR by permitting
operative, significant depiction of healthcare data. It shows an essential role in
world-wide activities to provide economical and high-quality healthcare to
patients [34].

TABLE 2: COMPARATIVE STUDY OF EHR STANDARDS

Standard

Advantages Disadvantages Limitation

CEN/ISO EN13606

Ensures increased | There is a digital rights | It mainly focuses on
privacy of patients' | management problem centralised data
data repository

Health Level7 (HL7)

Enhance care delivery, | There is a problem of | It does not handle
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decrease ambiguity, | syntax complexity which | image digitisation
maximise workflow, | leads to poor
implementation
Digital imaging and | Ensures effective | It has too many field | Requires state-of-the-
communications in | integration of medical | options to be filled with | art sensor systems to
medicine (DICOM) images from various | data which is time- | manage digital
manufacturers' consuming images.
machines
Systematized Ensures that clinical | It is hard to adapt it | Data inconsistency
Nomenclature of | data is multilingual, | natively because of | and reduced integrity
medicine—<clinical terms | accurate. many principles.
(SNOMED CT)
The Health Insurance | Protects patients' data | Providers tend to pay | More human
Portability and | from unauthorised | fines in  case  of | resources required to
Accountability (HIPAA) | users violations. maintain the
It only provided crucial | requirements of
record information to | HIPAA
patients.
Health Information | Improves  healthcare | It does not increase | Deception by using
Technology for | quality, safety, | healthcare  personnel's | false data
Economic and Clinical | efficiency concerns regarding
Health Act (HITECH) liability

D. Issues in EHR

EHR technology resolves some issues on one side but further creates some issues on another side. It
becomes easy to hack the data if prior precautions have not been taken. Asiit is a new way of storing data,
staff need proper training to use it. Electronic health records contain highly crucial and critical patient-
related medical data, requiring safe storage, sharing, retrieval, and scope. To encourage and enhance
healthcare facilities' condition, medical knowledge must be preserved and exchanged routinely by several
different shareholders, including physicians, healthcare professionals, pharmacies, insurance agencies,
and researchers. Overall, individual key data exchange styles require rigorous confidentiality and ac-
accountability requirements during data transfers. [33], it the EHR has a poorly designed interface, the
workflow would become slow [35]. Inconsistency and inaccuracy are common issues in EHR technology
[36].

Communicating information in an EHR might be delayed because interoperability is insufficient
within the present EHR mechanisms in use or from EHR to any other systems. Therefore, in a few
situations, it has been observed that physicians are unable to access labs for a patient present in a hospital
from records present in a diverse portion of the hospital. Moreover, healthcare professionals may discover
it challenging to interpret data because displays in EHR can be cluttering, confusing, or inaccurate. For
instance, a healthcare professional strived to order 4.5 mg of medicine. Still, the EHR registered only a
7.5 mg medication, with a 4.7 mg dosage recorded in minor print that can confuse the healthcare
professionals.

Il. BLOCKCHAIN IN EHR

Blockchain will renovate the process through which electronic health records are shared and processed
by protecting them via a distributed peer-to-peer connection through pro- viding a safe solution for
medical data exchanging medical data in healthcare efficiency. According to[12], the Blockchain
approach is suggested to provide sustenance and comfort to the procedure for understanding the dispersed
technologies of ledger [27]. According to [19], blockchain was mainly submitted to include digital
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archives of cash-related transactions autonomous of central authorities or monetary alliances [37]. Table 3

provides some existing blockchain-based EHR frameworks along with their issues.

TABLE 3: REVIEW OF EXISTING BLOCKCHAIN-BASED EHR FRAMEWORKS AND ISSUES

Ref Year Title Issues
[38] 2019 BinDaaS: Blockchain-based deep Privacy, data ownership,
learning as a Service in healthcare 4.0 collusion attacks, scalability of
applications. mined transactions, cost and
storage issues
[39] 2018 Ancile: Privacy-preserving framework A collusion of 51% of mining,
for access control and interoperability of | mitigates the ability of, high
electronic health records using storage cost
blockchain technology. external actors to gain access to
PHI
[40] 2018 BHEEM: A blockchain-based framework | Interoperability
for securing electronic health records.
[41] 2018 Multi-tier blockchain framework for 10T- | Securing loT devices
EHRs systems
[42] 2020 ACTION-EHR: Patient-Centric Scalability, Interoperability
Blockchain-Based Electronic Health
Record Data Management for Cancer
Care
[43] 2017 MediBchain: A Blockchain-based Scalability
Privacy Preserving Platform for
Healthcare Data
[44] 2018 EMRShare: A cross-organizational Interoperability
medical data sharing and management
framework using permissioned
blockchain
[45] 2019 DASS-CARE: a decentralised, Maintaining the privacy of data,
accessible, scalable, and secure interoperability
healthcare framework using blockchain.
[46] 2019 Clinicappchain: A low-cost blockchain Integration of two disruptive
Hyperledger solution for healthcare. technologies, i.e., 10T and
Blockchain
[47] 2019 Design of a Credible Blockchain-Based interoperability, Scalability
E-Health Records (CB-EHRS) Platform

Innovations have powered this innovative blockchain technology to provide better transactions,
including insurance billing, health records, and smart contracts. Along with having a disseminated
transaction record, it allows for permanent data entry and authentication. The blockchain substructure
spanning a product's entire life cycle will include data interoperability, improved access to medical
information, and framework monitoring. Blockchain will be used for more robust EHR solutions, among
other emerging developments such as the Internet of Things (IoT) and Cloud Computing [48][49]. loT
devices may collect various health-related details such as BP, blood sugar level, temperature, ECG etc.,
and cloud storage can be used to store records for better resource scalability and utilisation [50].
Blockchain will discuss the security, longevity, immutability and inter-operability functionality[51]. Entry
to patient health information is necessary to administer drugs, with blockchain appropriate. It will quickly
boost the system of patient care services dramatically. Via previous experiments, multiple options for
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refining the current vulnerabilities in medical systems can be obtained by exploiting blockchain
technology. In Table 3, several of these recent Blockchain-based EHR deployments have been examined,
and relevant issues have been summarised.

1. BLOCKCHAIN-BASED EHR FRAMEWORK

The proposed framework is primarily divided into three main layers. Layer 1 has different healthcare
organisations having their own EHR storage. Level 2 is a blockchain layer that connects with
organisation layers with the help of a transformation API and further connects with the database layer
with the help of a file share application—the last layer of storage stores the records using the
Interplanetary File System (IPFS). The detailed architecture of the proposed EHR framework is given in
Figure 1. This framework allows different healthcare organisations such as hospitals, pathology labs,
doctors and patients a platform for interconnection.
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Patient I Fabric
- SDK

@ Transformation API

T Blockchain Layer

@ Hyperledger fabric

—— Consortium Blockchain | | APProving
« #| Nodes
A

IPFS Distributed Storage

Distributed
App

\/ interface

Upload
Encrypted
il

Storage atio
Layer Send generated
hash of file

FIGURE 1: PROPOSED FRAMEWORK FOR INTEROPERABLE EHR

Through the assistance of a distributed app interface, patients are linked to the blockchain layer, and
patients may be able to monitor their respective health information and authorise access to a separate
group of people. It allows the personal data access. The blockchain layer would be a blockchain
alliance composed of Hyper ledger fabric. A collection of pre-defined approval nodes responsible for
approving every new block will be open. Once a new block is formed, all participating nodes will then
be shared with it. Interaction with the Fabric blockchain network can take place with the assistance of
the SDK fabric transition API. The development of a new blockchain-based EHR database for current
organisations does not need this structure. The internal EHR database will be interconnected and the
system-connected transition APl will be used.

IVV. CONCLUSION

EHR is the digital record of the medical history of the patient. It has solved many issues related to data
handling and its security. For implementing this technology, a detailed study is required under modern
technology and standards so that errors can be minimised in integration. It must be kept in mind that
before its implementation, makes sure that it is well-designed and updated to avoid any sort of security
issue related to consistency and accuracy. This paper has reviewed the various EHR requirements, issues
with EHR systems, and the use of blockchain to resolve these issues. We have further examined the
different EHR standards and existing blockchain-based EHR frameworks highlighting the problems. Last,
we have proposed a blockchain-based interoperable EHR framework that will provide essential security
and reliability requirements. It will enable different organisations following different internal structures to
interact with each other without replacing the existing EHR infrastructure of organisations. Although the
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proposed framework has not been implemented, it provides a general framework that can be further
analysed and implemented in the future.
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