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ABSTRACT 

Internet of Things (IoTs) embraces of controlled sensor-based devices and machineries connected with each 

other and collaborating over the internet. In a distributed IoT environment lot of issues such as Power 

Consuming, battery backup, storage, running cost and Safety in the system. In this paper, numerous 

cryptographic algorithms are analyzed based on the size of block & Key and number of iterations.  Apart 

from the above analysis security structure of IoT and challenges faced with result comparisons. Finally, a 

safe environment system with a facility enhancement for an improved resource guarded IoT environment 

and open concerns are discussed. 
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Introduction 
 

Internet of Things (IoT) is the progressively prevalent technology that permits physical 

devices, automobiles, house hold appliances, etc. to connect, even share and operate with one 

another. [1]. In modern times, a range of cloud-based devices have entered into the market with a 

scope to support the process automation Industries to being supplied with energy utilizations as 

securely, reliably and efficiently as possible. We discuss the prospects and threats that are 

available in the cloud-based tools in these industrial environs. We take the standpoint that the 

benefits of data-driven and platform-based approaches prevail over the well-known risks even in 

security- safety and sensitive areas of process and chemical industries. On the other hand, the 

advantages of global process transparency enhance the cost savings and improved performance 

efficiency which are barely manageable by traditional methods. Also cloud-based approaches 

involved in secured data asset and patch management with energy efficiency and power quality 

analytics were also discussed [2]. Wireless Sensor Networks (WSN) focus on linking between the 

cyber and physical worlds. The security occupied importance due to the data transfer between the 

cyber & physical environments without any protection. The operational restrictions in the sensor 

nodes claim security primitives with small enactment size and low power utilization. Genuine 

encryption is a tool provided for these systems with increased secrecy, honesty, and validation of 

sensitive data. In this paper we are trying to explore the alternatives for authenticated encryption 

through generic compositions, to measure the expenses of these security approaches in WSN. 

Some primary primitives for the generic compositions such as two symmetric ciphers, two hash 

functions, AES, Present SHA and spongent are used for analysis. From the results obtained, it is 

exposed that the lightweight ciphers suggestively subsidize to reduce application area and energy 

consumption expenditures with extending lifetime of the sensor nodes [3]. The implementation 

costs in traditional encryption, through several aspects such as   area, throughput, latency, and 

power and energy consumption. When designing LWC algorithm, we must consider the trade-off 

between security, cost, and energy and performance demonstrates fig 1. There are three 
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objectives for this trade-off security and cost, security and performance, which are difficult to 

improve at the same time. There are also several measures to provide security for devices with 

restricted environment when designing, low power, energy consumption, speed is acceptable. The 

goal of LWC is to reduce the overall[4]. 

 
  

Fig.1 Trade-Off Design 

 

Where the old cryptography techniques such as AES (encryption) and RSA/Elliptic Curve 

(signing), works satisfactory on systems involves real-time handling of energy and storage 

competences, these does not work satisfactory for a world of sensor networks and embedded 

systems. Thus the LWC techniques are related to shortlist the best technique among the 

conventional cryptography methods. This comprises limitations related to physical size, handling 

necessities, memory control and energy groove. This paper also summaries similar procedures 

which are defined as substitutions for old cryptography inside an IoT space and deliberate certain 

leanings in the proposal of LWC algorithms. [5] 

 

2 REVIEW OF LIGHT WEIGHT CRYPTOGRAPHIC ALGORITHMS 

 

 Encryption can be understood by means of symmetric and asymmetric algorithms. A 

symmetric algorithm has two classes namely Stream ciphers and Block ciphers.For ideal IoT 

ciphering algorithm is independent and here stream cipher will be realized with the operation of 

Stream ciphers. In overall, block cipher such as AES procedures a multi-round assembly where a 

round function endures several iterations r. Round functions can be constructed on either Feistel 

Networks (FN) or Substitution-Permutation Networks (SPN) [7] 
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2.1 Overview of Light Weight Algorithms: 

Lightweight cryptography is the group of cryptographic primitives, methods, and ciphers 

which can be practical in devices that are not able to provide most of the standing ciphers and 

have restricted resources (memory, power, size) for the process. The main procedures for 

lightweight ciphers are a balance between dependability, performance, and expense. In this work, 

we existent the reasonable analyze of few symmetric and asymmetric algorithms. Analysis is 

based on the comparison of the performance of each algorithm (encryption/decryption time, 

memory and power usage). 

 

3 PERFORMANCE EVALUATIONS 

3.1 Energy Consumption: 

It is expected that the energy per CPU cycle is stable in order to measure the energy consumed, 

and it can be found using the following equation as  

𝐸 = 𝐼 ∗ 𝑉𝑐𝑐 ∗  𝜏 ∗ 𝑁(1)-----------Eqn. (1) 

 

Where,  𝐼 is the average load current for T Sec , 𝑉𝑐𝑐  is the voltage input for the system, 𝜏 is the 

Clock time period and 𝑁 is the number of clock cycles. [8] 

 

Power utilized can be found by using the technologies such as GE and CMOS techniques [10, 

11]. Since Power and Energy utilization are the significant parameters thus any change in the 

CMOS values will effect on the gate density. Hence there is a large amount of increase in gate 

density for a change on CMOS with micro-meter (μm) to nano-meter (nm) Scale. 

 

Due to this increase in the gate density the power utilization /MHz/GE decreases to a factor of 2-

3. Also the Energy consumption will be found through the formula as shown in the equation.2. 

 

Energy/Bit = 𝐸𝑏 = 𝐿 ∗ 𝑃------------Eqn. (2) 

Where 𝐸𝑏 is the energy consumption per bit transfer and is termed in Micro-Joule (μJ). 𝐿 is the 

Latency is the no. of clock cycles needed to make one encryption block or the time needed to 

convert normal data in to an encrypted data block. 𝑃is the Power utilized by the incurred 

Software/Hardware unit. 

 

3.2. Memory Consumption: 

Since the memory storage size is proportional to the type of encryption algorithm the 

implementation methods will have some memory constraints. The memory needed will depend 

on steps involved in the encryption algorithm, size of Key used, Vector size and facility type. The 

total cost of the process depends on the memory size which is to be reduced as much as possible 

in order to minimize the cost involved. 

3.3 Execution time: 

 The execution time is the important factor that is to be concentrated while developing any 

encryption algorithms along with the security measure development. It is the time taken by the 

algorithm to encrypt or decrypt a particular data. 
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3.4 Security Evaluation: 

We analyzed and compared some symmetric cipher algorithms security level achieve the for 

authentication. 

 
 

Fig.2 Security level for LWC cipher algorithms 

 

4 EDGE COMPUTING ARCHITECTURE 

Increase in the IoT devices increases the required bandwidth to some upper limits when 

they are used at the edge of the network which requires enormous number of data to be processed 

at the data Center [13]. Even though there is a considerable enhancement in the network 

technologies there is no guarantee in the rate of Transmission and response times by the data 

Center [14]. Moreover the edge devices continually utilizes the data from the cloud which forces 

the delivery data networks to decentralize the original data and service provisioning to the user a 

leveraging one.  

 

Fig 3. Edge computing Architecture 
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In analike way to move the computation to the edge of the network instead of processing it at the 

data Center the mobile phones, network gateways are allowed to perform tasks and to provide 

service instead of the cloud [15]. By moving the process to the edge of the network there is a 

considerable result in the response time and transfer rates for Caching of Content, Delivery, 

Memory size and IoT device Management etc. But in the meantime logic distribution over 

different networks brings together some new issues and problems. 

4.1.Privacy and security Measure 

This method represents the heterogeneous surroundings of a transformation in security 

systems used in Cloud. In edge computing, facts are transferable among dissimilar scattered 

nodes together concluded the Internet, and That need different encryption utilizations self-

regulating nodes of domain. Edge nodes could stand reserve secured strategies, restrictive the 

excellent in terms of safe keeping approaches. Apart from centralized top-down structure, a 

modification is needed for a dispersed dependence traditional method [13]. 

4.2. Scalability Measure 

Dispersed structure has so many problems because of scalability. The heterogeneity of the 

approaches, consumes varied routine and energy boundaries, the tremendously self-driven 

condition and the steadiness of the connections, related to more powerful structure of cloud data 

centres. Security provisions may extant supplementary latency in the communication between 

knobs, which may decrease the speed of scaling process[11]. 

4.3. Reliability Measure 

In order to sustain a provision active procedure the failovers in supervision is becoming 

so critical. If a node becomes inaccessible or miserable then the users might be able to access the 

data without any interruptions by becoming static. Each scheme must preserve the network 

topology of the whole discrete system such that the error detection and recovery will be easy. 

Diverse range of reliability of the linked machineries used will also affect the above feature. 

Further the efficiency of the produced data at the edge devices may be inaccurate under some 

environmental situations [14]. 

4.4 Speed Measure 

The computation speed for any logical computational stuff improves to a remarkable level 

since it is carried out at the end users side. It is very effective when compared to the conventional 

cloud based systems. For a given request the response time for edge computing is a expressively 

the most conceivable choice compare to the cloud computing. Considering with the human 

judgment like mud pack acknowledgement which involves a computation time of 370-620ms to 

complete the process. Thus edge computing is more preferred to be best methods in the view of 

response time compared to humans which improves the certainty in distinguishing them.  

4.5. Efficiency Measure 

Due to the immediacy of the investigative properties to the edge users, refined diagnostic 

outfits and Simulated Intellect outfits can track on the verge of the system. This assignment at the 

edge aids to growth active effectiveness, donates much compensation to a particular scheme. 

Moreover, the practice of edge computing in an extreme phase between consumer strategies and 

the broader internet outcomes in competence reserves this will be established in the subsequent 

illustration: A user trick needs computationally rigorous dispensation on audio-visual records to 
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be done on exterior servers. By placing attendants on a resident edge grid in order to complete 

such calculations, the video files that are most needed alone will be allowed to be transferred in 

the limited link. Circumventing diffusion on the internet effects major bandwidth investments and 

consequently growths efficiency [15]. Edge request facilities diminish the measurements of 

documents that have to be motivated, the resultant circulation, and reserving that data must travel 

which affords lesser dormancy and cuts the communication costs. Computation offloading in 

some real-time requests which involves algorithms for face recognition shows substantial 

enhancements in its time of response as depicted in some earlier researches [16].
 

 

5ENERGY EFFICIENCY 

 The efficient usage of energy consumption becomes an essential thing in order to meet out 

the energy costs, Power transfer difficulties and irregular energy resources availability under 

changing universal weather conditions. There is a significant energy saving capabilities in all 

ingesting divisions that grow into deceptive when achieving discernibility on energy feeding at a 

high quality level with liberal resolution. For the goal to observe the growth of overall energy 

performance over a period of time the defining key performance indicators (KPI’s). For a data 

processing of the order of 100 to 102 MB of data per day at a single site involves some 25 

different measures of electrical quantities are monitored so as to calculate the energy consumed 

for the uploaded data. The result obtained is tested and compared for its efficiency and cost which 

is then analyzed for meaningful information so that this phenomena can be implemented for 

similar different sites and equipment’s in parallel. This improves the efficiency both time and 

scope of the duties of energy managers and sites management too. 
 

6   RESULT AND DISCUSSION 

 

 Results of Implementation of Asymmetric Algorithms shown in Table 1 and Block Cipher 

Algorithms shown in Table 2and Solutions for Secure IOT in Cloud shown in Table 3 and 

Comparison of various Machine Learning Algorithms shown in Table 4 
 

Table1 Comparison of Asymmetric Algorithms 

 

Security 

level 

No. 

of 

bits 

RSA ECC 

Key 

Size 

Encryption 

time (ms) 

Decryption 

time(ms) 

Key 

Size 

Encryption  

time (ms) 

Decryption 

time(ms) 

80 64 1024 1366 5337.2 160 21685 5909.9 

112 64 2048 163.5 20410.8 224 9985.5 6933.3 

128 64 3072 167.2 46478.2 256 15088.2 7358.4 
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Table 2 Performance evaluation of LWC algorithm (Block cipher Algorithms) 
 

Algorithm 

Block 

size 

(bit) 

Key size 

(bit) 
Rounds 

Hardware Encryption 

Latency 

 

Power 

(µW) 

 

Throughput 

at 100khz 

(Kpbs) 

Energy 

(µJ/Bits) 

Processing 

speed 

(ms per 16-

byte message) 

Logic 

process 

(µM) 

Area 

(GE) 

AES 128 128 10 0.13 3100 1032 2.48 56.64 493.3 2.29 

KLEIN-64 64 64 12 0.18 1220 96 1.83 100 14.50 1.97/2.5 

KATAN-40 48 80 254 256 2032 256 0.80 12.5 64.50 120/121 

PRESENT-80 80 64 31 0.18 1030 10792 0.18 12.4 5.76 6.6/11.1 

PRINT-48 64 128 48 0.18 503 238 0.75 100 96.00 28.3/21.3 

 

 

Table 3 Solutions for Secure IOT in Cloud 
 

Author 

Year 
Methodology Merits Recommendations  

Junxu Xia 

Year: 2020 

A robust and secure edge storage 

(RoSES) method using the totally local 

reconstruction code (TLRC) method 

and a trust-oriented data access 

(TODA) strategy for our RoSES model 

is described 

It can achieve data robustness, high 

security, and lightweight 

computation at end devices.  

This model can 

proficientlyrecognize the 

memory, data recovery, and 

sharing at the edge of network, 

saving about 35% of memory 

cost and 76% corrupted latency 

level. 

Blumenthal 

Year: 2019 

The chances and threats that incurred 

with cloud-based technologies used, 

especially in the context of secondary 

assets. 

The benefits of ubiquitous process 

transparency, among others, along 

with data-based levers for cost 

savings and performance increase 

which are hardly accessible by 

traditional means. 

This paper needs to cover 

cloud-based approaches to 

secure asset and patch 

management, energy efficiency 

services, and power quality 

analytics. 

Wei Zhou 

Year: 2019 

Security and privacy of 8 Internet of 

Things attributes including the causes 

of threats and solutions are discussed. 

Various new protocols introduced 

are likely to have potential 

vulnerabilities, which 

requireadditional efforts to resolve 

thecomplications. 

It is necessary to examinemore 

to determine the originof new 

IoT security threats, and to 

developaadditionalgeneral and 

appliedshielding measures. 

VIKAS 

HASSIJA1 

Year: 2019 

To increase the level of security in 

IoT4diversecomputing tools such as 

block chain, fog computing, edge 

computing, and ML were discussed. 

Achieving a high degree of trust in 

the IoT applications are discussed. 

A comprehensiveevaluation of 

the security-related tasks and 

origin of risk in the 

IoTsolicitationsis to be done. 

The security issues, 

severalemergent and available 

technologies are also discussed. 

Dong Zheng 

Year: 2018 

This paperuses attribute-based 

encryption for secured data transfer and 

the online/offline encryption 

methodology in the encryption phase. 

To solve the privacy issues in users 

data sharing and in order to 

improve the efficiency of 

encryption 

The data allocation 

schemerequired to be secured 

and has toimprove data 

processingcapability in IoT data 

transfer. 
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Christos 

Year: 2018 

New technologies and the use of 

various open source tools, such as CC 

Analysers and Simulators discussed. 

For the requirement of enhanced 

transmission of high-quality data 

animproved and enhanced 

technology of IoTwith the 

addedassistance of the Cloud 

Computing technology is needed. 

Thusthe researchersare 

recommendedto develop 

algorithms withimproved and 

more efficient media data 

transmission. 

Mirza 

Year: 2017 

Twelve different types of attacks 

happened in IOT were discussed in 

detail. 

Improved Solutions to handle these 

attacks are described. 

Disabling the features that are 

not used may decrease the 

chances of security attacks. 

 

 

Table 4 Comparison of Various Machine Learning Algorithms  
 

Machine Learning 

Algorithm 

Technique Security Attacks Pros and Cons 

Supervised 

 Learning 

SVM Phishing 

Data is more protected. Linkagefault 

and storingproblematicresolved with 

the use of IOT. 

 

CLASSIFICATION  

 

Intrusion detection 

A robust solution can provide better 

functionality and performance 

benefits. 

NAIVE BAYES Malware 

Data detainedpowerfully. Time and 

Storage issues are modified using 

security algorithms. 

Unsupervised 

Learning 

ANN  
Denial of Service 

(DoS) 

Make sure high data confidentiality; 

Cloud capacitysecurityEnthusiastic 

and particularclient-

serversubmissions or good 

functionality 

SVD  Data breaches 

CC established trust model is more 

tangible. IoT based Retreat solutions 

needed for operative solution. 

DEEP 

LEARNING 

Weakening 

Perimeters, , web 

defacement 

NewProtected and data transfer was 

fast but additional security required 

in IOT when execution time error 

was found  

K-MEAN Intrusion detection 

High level of accuracy and 

consistency is accomplished. 

Susceptibility is more. It is resolved 

with the use of IOT. 

 

 

CONCLUSION 

In recently, Internet of things is fast and achievement superior to several other 

technologies. Each system measuresvarious routine based iterations on the key length, 

rounds/cycles and Memory space/area and energy consumption. The LCW algorithms used in 

IoT devices for the enhanced performance of the device other than keeping the protection as 

precedence. We expected that this survey is to be useful by way of a valued resource for security 

enhancement for upcoming IoT Implementation. In this paper analyzed all machine learning 

techniques advantages and disadvantages and effects of security attacks and energy consumption 

is measured in between cloud and IoT environment. In upcoming, we design to examine new 

techniques for different platforms and investigate performance based on two or more machine 
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learning techniques should be combined with help of Lightweight cryptography systems and 

analyzed the algorithms’ suitability for designers take better decisions when selecting an efficient 

algorithm by optimization techniques. We present the summarized view of feasible battery life, 

and also prepare a test to evaluate the energy consumption with help of Artificial Intelligence 

Technology. Energy conservation is important in Industry 4.0.that is big challenge not solved yet 

and all optimization of cryptography algorithms for control machineries in industries which 

provide best performance of the system. We have successfully analyzed suitable edge computing 

architecture for secure sharing and transferring IoT data through Cloud environment. 
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