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Abstract

Internet banking security is one of the main critical issues among online users over the world. High level of threats,
lack of trust, and fear of loss are the main barriers to utilize online environment. The main goal of this research is
to develop a theoretical framework in order to examine the relationship between security and trust in online
banking context. The seventh variables were extracted from the previous literatures that are concentrated on the
mechanisms of security issues in Internet banking context: presence of confidentiality, presence of integrity,
presence of availability, presence of authentication, presence of authorization, presence of non-repudiation and
presence of privacy. The suggested research model is depicted at the end of work for future testing.
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Introduction

Technological developments in electronics have leaded to the preface of technology-based self-service
systems which ensuing in the reorganization of many industries offering their services in electronic
format known as "e-service" (Shayganmehr & Montazer, 2020). In the banking sector, diverse
electronic delivery channels are gradually most used for delivering services and products, in order to
achieve a convenience to customers at low cost (Nayanajith et al., 2021). Online banking is a kind of e-
commerce in the field of banking and financial services (Singh & Srivastava, 2020). Nevertheless the
hasty development of e-banking capabilities carries risks as well as benefits (Zeng & Wu, 2020).
Furthermore, customers regularly perceive risks in conducting electronic transactions and for the most

part if the transactions involve money (Kaur & Arora, 2020).

Data availability and increased connectivity provide new models for conducting business, but create
new security risks. Then and DeLong (1999) stated “fear of doing financial transactions over the
Internet”, this means that security concern is one of the main reasons driving users to avoid making any
purchasing over the Internet (Singh & Srivastava, 2020). Security threat is defined as “a circumstance,
condition, or event with the potential to cause economic hardship to data or network resources in the
form of destruction, disclosure, modification of data, denial of service, and fraud, waste, and abuse”
(Kalakota & Whinston, 1996, p. 224).

Moreover, trust is one of the most challenging issues for the banks (Hapuarachchi & Samarakoon,
2020). Several empirical studies approved that there is a positive relationship between consumer trust

and their attitudes toward adoption e-banking services (Al-Gharaibah, 2020; Kimiagari & Baei, 2021,
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Mulia et al., 2020). Such findings mean that if the customers have affirmative attitudes towards online
banking, then they have a tendency to trust the transactions done in this manner. However, consumer
attitudes must be given more weight by commercial banks to ensure the success of their online services
(Ugwuanyi et al., 2020).

Trust is an important factors influencing people’s adoption of any technology (Bradford et al., 2020;
Elshwikh, 2017). Trust is the catalyst of any transaction among the buyer and seller; it also plays a vital
role to improve customer's satisfaction (Zamry & Nayan, 2020). Trust in e-commerce contexts could be
utilized to illustrate and understand the intentions of consumer toward e-services (Mumu et al., 2021).
Mainly, customers should be recognized that the online transactions are reliable and trusted if they
aware with security mechanisms (Belwal et al., 2020). In this study, we will try to develop a theoretical
model that depicts the relationship between the security mechanisms (presence of confidentiality,
presence of integrity, presence of availability, presence of authentication, presence of authorization,
presence of non-repudiation and presence privacy) and trust toward online banking services. The

following sections will discuss e-banking and security mechanisms in e-services context.

Literature Review

Security and privacy issues drive to growing the complexity and uncertainty of online banking services
(Hammouri & Abu-Shanab, 2020; Rawwash et al., 2020). The risks associated with online banking are
increasing, where mechanisms, policies, and models are developed to assess the credibility of such
service to each involved party (Chaimaa et al., 2021). Security and trust issues are considered the most
factors that examined to understand online the behavioral intention of online services users like e-
banking (Usman et al., 2020). Based on that, this study will deeply explore the security concept in e-
banking services through utilizing a set of security mechanisms in order to examine their impact on

trust.

E-Banking

Although the study of financial services has obtained increased attention over the last few years; there
is still to pose challenges for academics and marketers alike. Changing social trends and technological
advancements like increasing the preferences of convenience and customer pro activities caused to
intense restructuring of the financial services sector (Almajali & Hammouri , 2021; Cruz-Garcia et al.,
2020). Internet technology have changed the procedures of financial transactions through allowing
customers to perform banking operations on their own, without the need to visit the physical branch
office (Khatoon et al., 2020). However, there is still a group of customers favor to visit a bank branch
to complete their transactions. Boustani (2020), reported that there are several factors that drive them to
visit a bank including: force of habit, perceived greater safety, an unwillingness to learn new ways of
banking, trust in the branch, the ability to combine visits to the bank with other activities like shopping,
the sense of security of their money that a traditional physical location can bring. Such preferences

might be changed during time where online banking services become trusted and secure.
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Online banking has emerged as one of the most profitable ecommerce applications over the last decade
(Thusi & Maduku, 2020), which can be defined as the financial service through which customers may
perform banking transactions electronically through the Internet and networks via smart devices like
smart phones and laptops (Nazaritehrani & Mashali, 2020). Furthermore, the major benefits of online
banking where the online banking services helps banks to keep and enhance the loyalty of their
obtainable customers, provide opportunity to the banks to increase market share, increase customer
satisfaction, reduce operational and administrative cost and to improve banks‘ competitive positions
against their rivals (Kimiagari & Baei, 2021). Moreover, conducting online banking transactions assist
to reduce the difficulties that are related with driving to the bank, the cost of petrol, and parking. Online
banking also allows customers to conduct banking transactions 24 hours a day, 7 days a week, and 365
days a year (AlBalushi, 2021).

Security in E-banking

Security in online banking context is becoming a critical issue hindering the adoption of online banking
services. Information about the destinations, activities, and demographic qualities of people using
online banking is very valuable to online businesses. Away from the general anxieties with exchange
personal information, people may specifically have concerns about becoming increasingly recognition
due to increasing the required of personal data (Kumar, M., & Gupta, 2020). Security is considered the
main operational risk of e-banking, some of the specific problems cut across risk categories like breach
of security letting unauthorized access to customer information (Hammouri et a;., 2021; Safari &
Soleimani, 2020). Such security issues may expose the bank to legal and reputational risks. Moreover,
risk perception can be classified into six categories as the following: financial risk, time risk,
psychological risk, performance risk, confidentiality risk and safety risk. Basically, risk perception

could be higher for electronic banking services (Abhilash et al., 2021).

Using open networks such as the Internet environment as a channel to the e-banking environment;
issues concerning web security become critical (Santander et al., 2020). Perceived web security refers
to the extent to which user believes that the World Wide Web is secure for transmitting sensitive
information (Ardiansah et al., 2020). On the other hand, the growth of e-services and use of the Internet
face painful setbacks due to the unequal security measures and new emerging threats regarding
wireless communications (Gavrila et al., 2020). However, this will lead to dampen user adoption rate of
e-banking technology (Hossain et al., 2020). To reduce the negative effect of such threat, decision
makers of online banking should provide all the necessary policies and procedures with regards to
privacy, return and fraud protection policies to find more secure e-banking websites and applications
(Liyanaarachchi et al, 2020).

Factors Influencing Consumers’ Trust to Use E-Banking
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Several studies approved that perceived security is one of the main factors influencing customers trust
to in using online services (Aribake & Mat Aji, 2020; Hammouri et al., 2021; Hossain et al., 2020;
Kaur, S., & Arora, 2020; Zalloum et al., 2019). There are common security threats in online
environment include user’s concerns about confidentiality, integrity, availability, authentication,
authorization, non-repudiation and privacy (Alotaibi, 2021). The perception of risk in terms of privacy
in m-payment has negative impact on different perspectives like the intention to use mobile commerce,
good reputation of online vendors, enticing promises, good encryption security and transparency,

reduce the influence of risk and improves the intention to use e-banking (Trinh et al., 2020).

Presence of Confidentiality

The term of confidentiality refers to the extent to which that the communication among users and
service provider is not accessible to other parties. Unauthorized access of data and information should
be prevented (Klinefelter, 2011). It also aims to include confidentiality of information that is passed
over the network and also the confidentiality of information that is stored at storage locations (Prakosa
& Sumantika, 2021). Confidentiality is considered as a predictor of trust, because it leads to protect the
personal data from unauthorized accessed, it also drives to improve the level of trust for users (Talib et
al., 2020). Confidentiality is a security mechanism includes cryptography which refers to the process of

encryption of data during transmission and storage it (Shukla, 2021).

Presence of Integrity

Integrity is one of the main components of CIA triangle model. The term means that information
should remain unchanged (Sarfraz et al., 2021). Integrity leads to improve trust of online banking based
on the reliability of e-banking operations and accuracy of financial transactions (Shayganmehr &
Montazer, 2021). Furthermore, integrity as a security mechanism in e-banking context includes several
techniques like data encryption, digital signatures and hash functions (Jibril et al., 2020).

Presence of Availability

The concept of availability refers to that information needed by users should be accessible without any
bounded restrictions (Shukla et al., 2021). Moreover, availability reflects that the system is reliable and
ensures that only authorized people who can access for that system in any time and from any place
(Chaimaa et al., 2021). In e-banking context, Internet banking diffusion is fully influenced by data

availability (Carranza et al., 2021), and back up servers is one of security mechanisms for availability

(Taylor, 2021).
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Presence of Authentication

The term of authentication is refers to the verification of sender and receiver when communicating over
a network (Guo et al., 2021). Authentication concept should be considered entity authentication and
data authentication (Chaimaa et al, 2021). Entity authentication deals with verification of the entities
involved in a communication, and data authentication deals with the validity of the data during entities
transactions (Al Farawn et al., 2020). In e-banking context, authentication with fingerprint and smart
card, authentication with bank card and passwords and authentication with digital signatures and
passwords are considered as the causative group, while authentication with a bank card, biometric
authentication and disposal codes and authentication with digital signatures are considered the effective
group (Sepehri-Rad et al., 2019).

Presence of Authorization

The concept of authorization refers to ensure that user accessing information should have the
permission to view, manipulate and use (Jgsang, 2017). It has also the rights to send and receive
requests from other parties within a system. Permission is one of the major constructs influencing users'
behavior to trust in e-banking services (Ghali, 2021). In e-banking context, access control polices is

considered a security mechanism for authorization (Mogos & Jamail, 2021).

Presence of Non-Repudiation

The term of non-repudiation refers that the process of sending, receiving and manipulating data or
information cannot deny participants involved in a communication process (Fang et al., 2020). Non-
repudiation is one of the most important mechanisms that lead to increase the accountability and thus,
improve technology adoption (Mohamed, 2020). Digital signatures and certificates are examples of

security mechanisms for non-repudiation in e-banking context (Wang & Long, 2020).

Presence of Privacy

Privacy is one of the main important issues that play a significant role to trust in e-banking systems
(Bilisbekov et al., 2021; Hammouri et al., 2016; Schomakers et al., 2020). Most of the users are
reluctant to adopt and use e-banking services due to the privacy issues (Nayanajith et al., 2021). Loss
of privacy leads to loss of confidentiality (Schwab et al., 2011). The main objective of privacy is to
ensure that the user information is not accessible to unauthorized people (Mothukuri et al., 2021).
Disclosure policies are considered as security mechanisms for privacy in e-banking context (Koskela et
al., 2021). Thus, privacy is considered as major factor of building trust and a long-term relationship

between the parties over a network (Hammouri & Abu-Shanab, 2017; Kumar, M., & Gupta, 2020).

Discussion and Conclusion

This research is concentrated on theoretical framework, based on the previous related research in
related to the current study. In this study, we utilized several security mechanisms including presence

of confidentiality, presence of integrity, presence of availability, presence of authentication, presence
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of authorization, presence of non-repudiation and presence of privacy constructs to identify the impact
of these factors on consumers' trust toward using e-banking systems in Jordan. Each mechanism
includes several techniques that might be utilized to ensure their impact on trust of e-banking services.

The figure below describes the proposed model.

Future research is recommended to test such model with e-banking services users or organizations as
the unit of analysis. The researchers are looking forward to developing a survey in the future to
distribute and fill by users or organizations to test the framework practically to confirm the results of

previous studies in relationship between security mechanisms and trust in e-banking environment.

Availability:
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Confidentiality: Privacy:
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\ 4
Trust in E-Banking

Services
Integrity:
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