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Abstract— 

A big problem in the healthcare system that is based on IoT is privacy strengthening. This paper 

has come out with a privacy-preserving technique with substantial data extraction from IoT 

devices linked to the healthcare sector. The value of data is actually self-evident. Whether data 

confidentiality and privacy can be successfully secured in all data flow phases would play a 

significant part in future relevant work. Destroying the health of the medical system or network, 

on the one hand, may have disastrous repercussions. At all levels of data gathering, data transfer, 

cloud storage, and data republication, patient data protection information is also available. Blood 

sugar is known to be among the worst and most common illnesses. Diabetes is unexplained and 

uncontrolled, and several problems arise. The tedious method of recognition ends in a testing 

center and a doctor's examination. However, the growth in machine learning solutions to this 

crucial problem. This research was intended to build a model that can determine how likely 

diabetes is to be more accurate in patients. Six software classification algorithms are also used 

for the early detection of diabetes, including the K Nearest Neighbors, the Logistic Regressive 

Model, the Decision Tree Classifier, the Random Forest classifier, the Gradient Boosting 

Classifier and the Support Vector Machine (SVM) Model. The UCI learning machine repository 

has 768 instances and 8 separate characteristics, such as Breastfeeding, Cholesterol, Blood 

Pressure, Skin Thickness. Insulin, BMI, pedigrees and era. Diabetes. This paper also tries to find 

the adaptability of IoT devices linked to the healthcare sector in order to address the security 

challenges.  

Keyword- IoT Healthcare, Healthcare Sector, Medical System, Privacy-Preserving. 

 

I. INTRODUCTION 

 The Internet of Things has arisen as the 21st century's first powerful networking networks. 

Thanks to their computer and networking capabilities, daily events in real life are part of the 

Internet, enabling them to communicate with various objects in the IoT world. Through a better 

form the Internet of Things extends and advances the Web theory. In the IoT world, seamless 

communications between different types of devices, such as home appliances, medical sensors, 

cars, surveillance cameras, etc., have given rise to numerous applications, such as home 

automation, smart city, traffic control, Smart network, and thus the safety of health care patients 

and data protection is a big problem that will have a significant effect on the upcoming scenario. 
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 The health care professional typically obtains data from his customers and distributes 

information to approved hospitals or professionals in the health care. The provider also shares 

the information with the health insurance and pharmaceutical companies. Furthermore, during 

integration of integrated systems patient data can be exposed to hackers. 

 The Internet of Things in the healthcare sector consists of many forms of inexpensive devices, 

making it possible for elderly citizens to have healthcare everywhere, anywhere. This offers 

support for hospital workers, as well as greater quality of living for the elderly. In fact, there has 

been a growth in the use of mobile tools and messaging systems relevant to patient and safety 

sectors of clinical surveillance. Protecting such knowledge from unauthenticated access and can 

harm the public domain, or pacemakers, for example, according to the medical equipment 

needed. Patient data security violation can affect mental disorders, social embarrassment or 

negative physical effects, such as a fatal heart attack. Thus, data security is completely necessary 

in the IoT-based healthcare network in the context of authentication and watermark. 

 Body sensor network (BSN) schemes used in the health sector focused on IoT. It's a collection 

of lightweight, low-power wireless sensor nodes used to track functions of the human body and 

the environment. Since BSN nodes are deployed to collect sensitive information and can work in 

harsh conditions, they want stringent protection measures to prevent malicious contact with the 

system [2]. More recently, in terms of simulation, deployment, and growth, Health IoT is still in 

its initial stages; nevertheless, IoT-based applications provide a clear effect today and build an 

increasing demand in today's healthcare sector and potential IoT-based health management 

solutions. This year in the United States the Internet of Things has the ability to shield 50,000 

patients from hospital mistakes. Research reveals that the healthcare industry's Internet of Things 

can deliver improved care at lower costs, reduce direct contact between employees and patients, 

and access quality care wherever possible. Therefore, in order to overcome challenges in IoT 

healthcare systems these constraints have to be deeply focused. This document contributes to an 

effective data-saving policy relating to the Internet of Things in the health sector. 

 The Medical Internet of Things is a collection of internet-connected tools developed to 

conduct patient care operations and services. MIoT has become a modern online healthcare 

application, which utilizes tiny handheld machines or implantable sensors to capture critical 

body parameters from patients and track their pathological data. MIoT has demonstrated 

tremendous promise for improving protecting people's safety and promotes a wide variety of 

technologies, from implantable medical implants to wearable body area networks (WBANs). 

 The MIoT layout is usually composed of three layers: the perception layer, the network layer, 

and the device layer, as seen in Figure 1. The cognition layer's main task is to gather health data 

through a variety of devices. Comprising a wired and wireless device and middleware, the 

network layer manages and transmits the inputs received by the awareness layer assisted by 

application platforms. Well-crafted transportation protocols are not all about change 
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Fig. 1: MIoT layout  

A. Structure of Medical Internet of Things. 

 Safety and privacy of data relating to patients are essential concepts. Data security means data 

is stored and transmitted securely, ensuring its integrity, validity and reliability, and data privacy 

means that only persons authorized to view and use the data can be reached [1]. This can develop 

more reasonable protection strategies according to different purposes and requirements. The 

growing usage of M-IoT systems offers a stronger protection of people's health [2]; but it still 

puts a great deal of burden on digital security and privacy. 

 

II. SECURITY AND PRIVACY REQUIREMENT 

 Although most health care organizations do not spend enough resources to protect security 

and privacy [14], security and privacy undoubtedly play a major role in M-IoT. M-IoT devices 

produce an increasing volume of increasingly diverse data in real time, which is very sensitive. 

On the one hand, the destruction of the security of the system or the medical network can have 

serious consequences. On the other hand, patient privacy information is present at all stages of 

data collection, data transfer, and cloud storage and data redeployment. When developing online 

medical safety and privacy systems, the following four requirements must be considered. 

A. Data Integrity 

 Data integrity refers to the fact that all data values meet semantic standards without 

unauthorized processing. It includes two levels of accuracy and reliability. Data integrity can be 

divided into four categories, namely entity integrity, field integrity, referential integrity, and 

user-defined integration, which can be maintained using foreign keys, restrictions, rules, and 

triggers. 

B. Data Usability 

 Ease of use of data is to ensure that data or data systems can be used by authorized users. Big 

data brings not only big benefits, but also critical challenges like dirty data and non-standard 

data. Moreover, data corruption or loss due to unauthorized access also damages data usability. 

C. Data Auditing 

 Auditing access to medical data is an effective way of monitoring resource use and a joint 

measure for finding and tracking anomalies. Cloud service providers also generally play 

unreliable roles which require reasonable methods of auditing. Users, server, connectivity, and 

transaction log providers are typically included in the audit of content. 

D. Patient Information Privacy 
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 Patient information can be divided into two categories: public records and confidential data. 

Confidential data, which can also be called patient privacy, includes mental status, sexual 

orientation, sexual performance, infectious diseases, fertility status, drug addiction, genetic 

information, and identity information. This need to ensure that confidential data does not leak to 

unauthorized users, or even if the data is intercepted, the information expressed by the 

unauthorized users cannot be understood. 

 

III.   REVIEW OF LITERATURE 

 Coupled with new computational technology, data mining has had a significant effect on the 

healthcare industry. Scientists have been utilizing advanced data processing and the Internet of 

Things (IoT) to construct a structured system for patients with diabetes and cardiac disease. 

However, there is also a need for a more sophisticated and validated approach which will provide 

cardiovascular and diabetic patients with a medical opinion. Hence an innovative Things-Based 

Health Network (SMD-IoT) Internet for diabetes and cardiovascular disease is introduced here. 

An effective and inexpensive solution for diabetes and heart disease should be the hybridization 

of data mining and the Internet of Things with other emerging computing technologies. SMD-

IoT crossed concepts on data processing, the Internet of Things, communication machines, 

semantic object quest (CES), biological sensors, and granular computation (GC). The new 

system's biosensors help to determine the actual and correct condition of the people affected such 

that appropriate medical support may be received in emergency circumstances. The new is in the 

hybrid paradigm and sufficient chat robots assist, specific computation, meaning check and 

semantic analysis. This method is complicated and very costly to introduce in practice. Yet it is a 

more realistic and affordable alternative to diabetes and heart disease [1]. 

 The Internet of Things (IoT) has revolutionized numerous new technologies and resources in 

multiple sectors. The healthcare sector is one of the sectors which has a definitive direct effect on 

humans. Although IoT technology can be used in health sector medical supply chains, IoT 

technologies have also not been broadly applied in many health sector fields and services. The 

number of diabetes patients has risen dramatically over the past four decades, and is projected to 

grow more in the coming decades. There is still no remedy for the condition, so if people are not 

treated and not provided sufficient care at the appropriate moment, the patient's life will be lost. 

The Internet of Things is considered to be a game changer in the health care industry and the aim 

of this paper is to evaluate and explore how IoT technology and applications can be developed to 

increase the quality of life and to support people with chronic disease. Their studies indicate that 

the Internet of Things can help control patients, including daily surveillance of glucose, and can 

also help to provide patients with a healthier lifestyle by recording of exercise and nutrition. 

Furthermore, within the framework of this study, they defined the key obstacles in embracing 

and applying the Internet of Things in the healthcare sector [2]. 

 In Delhi and NCR, health facilities document electronic health reports easily, and online 

diagnostic details. Furthermore, scientific research is increasingly advancing: vast volumes of 

knowledge are being analyzed and innovative concepts become part of the application of this 

advanced science, such as big data. This offers resources from established medical institutions 

to archive, maintain, analyze, and process vast volumes of reliable, organized, and unstructured 

data. Statistics from the data collection have increasingly been used to better improve 

treatment and detect illness. This afternoon, applications require completely interconnected 

Internet (IoT) linked computers, individuals, time, locations, and networks. For the 
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advancement of health management services, the Internet has been renewed. Diabetes is 

described as a series of metabolic disorders impacting human health around the world. 

Extensive work (diagnosis, biology of the mechanisms, care, etc.) provides a variety of 

evidence on all diabetes facets. The primary aim of this chapter is to include a comprehensive 

patient care overview, utilizing vast volumes of data and information. A random sample of 30 

people with diabetes from the Delhi and NCR hospitals was obtained from health insurance 

agencies without mandatory disclosure of any patient details (PI) or confidential personal 

information (SPI). The goal of this research was to examine diabetes in human health using the 

new techniques of studying the Internet of Things and Big Data and its Stress Relation (TTH). 

The writers also attempted to include age, class, insulin and their experience with diabetes. In 

general, in the case of men, cases of TTH increase with age and do not follow the pattern of 

diabetes contrast with age, whereas in the case of the different pattern of female TTH it is like 

diabetes, i.e., the trend increased until 60 years of age and then decrease [3]. 

 Great attention has been given to accurate diabetes detection, which represents a major 

challenge for the research community to successfully develop a diagnostic system for diabetes 

detection in the IoT e-health environment. In health services, the Internet of Things (IOT) has an 

emerging role that provides a system for analyzing medical data to diagnose diseases applied to 

data mining methods. Present test methods have some drawbacks, such as high processing time 

and poor statistical precision. He proposed an IOT-based diagnostic program that would use 

machine learning techniques, such as pre-processing info, feature selection, and diabetes 

screening in an e-healthcare environment, to handle such issues. System testing and success 

evaluation measures were used to test the proposed framework. In order to select very critical 

characteristics, they suggested a filtering approach focused on the decision tree algorithm (3 

diodes) Co-learning decision-making algorithms, such as Ada Boost and Random Forest, are 

often used to pick features and equate classifier output with aggregate-based selection of 

features. The machine learning classifier for Decision Tree has been used to classify health 

articles and diabetics. Experimental results show that the decision tree algorithm based on 

specific characteristics improves predictive model classification performance and achieves 

optimum precision. In comparison, the new program performs strong relative to previous art 

systems. Due to the various groups of specific feature set, the high performance of the proposed 

method is due and GL, DPF and BMI are the most important features in the diabetes prediction 

data set. In addition, statistical analysis of the experimental results showed that the proposed 

method would effectively detect diabetes and can easily be implemented in an e-health 

environment based on IOT wireless sensor technology [4]. 

 Big data is an innovative piece of technology in the business environment today. In today's 

environment, data is digitized, as Big Data Analytics allows the requisite decision. We explore 

the study of large data on the Internet of Things environment and the consequences for health 

care in their article. Currently, healthcare is concerned and Big Data takes every hand in the 

healthcare networks focused on IoT. We discussed diabetes, a non-communicable illness, in 

the area of wellness. This essay deals with the test method suggested for diabetes. Then they 

definitely conduct several research about how to approach the handling of huge data sets, the 

methods are described and the aspirations of diabetes are addressed by the control of the sensor 

and IOT [5]. 

 This document provides a review of the latest mobile health apps on the Internet for the things 

used to manage diabetes. Diabetes is a group of metabolic diseases which increase blood sugar 

levels over a long period of time. Long-term diabetes treatment includes the engagement of 
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doctors, clinicians, and family caregivers. A number of Internet of Things applications for 

managing diabetes have been proposed with the rapid advancement in wireless and Web 

technologies. Many of such systems concentrate on medical care and decision-making dependent 

on technology. We examine the mechanism and architecture of these software systems, and 

address their key issues and problems. The main aim of this document is to assist researchers in 

the design of advanced diabetes-fighting applications [6]. 

 Within this paper the context-sensitive mobile digital health network (m-Health) utilizes the 

Internet of Things (IoT) application to establish real-time, two-way connectivity between 

diabetics and caregivers. During the assessment, while a diabetic patient reports elevated blood 

sugar levels, ImHS sends a warning to the patient and caregivers that encourages behavior 

improvement and increases the consistency of clinical treatment. ImHS provides patients, family 

members and skilled care professional’s easy-to-use interfaces that allow them to identify a 

patient's safety quickly. The writers discussed the application of ImHS in diabetes treatment in 

this report. ImHS can however be easily adapted for integration with other health systems [7]. 

 Exciting new applications are emerging for Internet of Things (IoT) technology, especially in 

healthcare, where leverage effects can greatly improve patient well-being while modifying the 

problem of scarce resources. But the noise around these applications far outstrips reality. 

Moreover, there is a real risk that these leverage technologies will separate caregivers from 

patients, which could lead to loss of care. In this article, the authors review some of the most 

promising IoT applications in healthcare and the big future challenges [8]. 

 In today's world of communication, as the Internet of Things (IoT) progresses, all entities are 

connected to each other through some means of communication. The Internet of Things will 

produce the medical team data that can help greatly not only to increase equipment efficiency, 

but also for patient health. The Internet of Things (IoT) is increasingly recognized by various 

industry and services, especially in the healthcare field. This document describes the various 

things that enable the Internet of Things (IoT) and their health care practices for young children 

and children, chronic care, critical patient monitoring, operating rooms, and medicine dispensers 

[9]. 

 The article includes a non-surgical breathing procedure to track diabetic status. This is known 

as the simplest diabetic ketoacidosis (CAD) strategy and earliest diagnosis. CAD is a severe 

condition and will avoid type 1 diabetes. A typical diabetes check is performed in patients using 

a urine test and a blood ketone test to track the diabetes diagnosis. Such techniques, though, are 

disruptive, inconvenient and expensive. Recently, acetone has been used as a modern critical 

predictor of ketone breathing as it is a convenient, precise and non-invasive expression of ketone 

body volume. This paper offers a way to calculate ventilation and regulate the number of 

ketones. The main goal of this work is to provide simple medical services to manage diabetes 

rates when breathing. The approach entails designing tools related to the Internet of Things (IoT) 

network to allow the treatment and tracking of patients more effectively in person. Arduino 

board is used in this device to interpret sensor and sense respiration. The degree of breath 

intensity is registered through a wireless network inside the device. The processing of data is 

connected to the Website. The ketone volume is calculated as the sum of respiratory acetone that 

is produced as patients breathe in a gas sensor made of a mouth fragment. Arduino testing is 

provided by the Wi-Fi ESP 8266 module with the network, which can be used by approved 

patients or physicians. This work is relevant because patients can track their diabetes wellbeing 

individually, and IoT can be notified directly to hospital doctors [10]. 
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 IoT technology has attracted much attention in recent years for its potential to relieve stress on 

health systems due to population aging and high chronic diseases. Standardization is a major 

issue limiting progress in this area, and therefore this document proposes a standard model for 

application in future IoT health systems. This survey document then provides the latest research 

related to each model area, assessing strengths and weaknesses, and the overall relevance of the 

online mobile healthcare system. IoT healthcare challenges are presented, including safety, 

privacy, ease of use and low power operation, and recommendations are made for future research 

instructions [11]. 

 Blood glucose plays a significant part in maintaining the body’s movements moving. For 

examples, the brain uses glucose only as a source of energy. But, if the amount of blood glucose 

is high it has certain severe implications. Of example, a low blood glucose condition known as 

hypoglycemia may contribute to heart depolarization and cause heart arrhythmias that trigger 

unexpected cardiac death. Diabetes, which can be called an elevated amount of blood glucose for 

a lengthy period of time, is a dangerous illness, as it can cause cardiac problems, stroke, cardiac 

loss and other violent diseases explicitly or indirectly. Another approach to reduce the extreme 

impacts of diabetes and hypoglycemia is regular control of blood glucose rates and real-time 

reactions, such as changing insulin levels from the insulin pump. But merely measuring blood 

glucose without recognizing indicators or other details such as an electrocardiogram (ECG) and 

activity level is a wrong move, despite their close relationships. Falls will quickly occur when 

hypoglycemia happens, particularly for people over age 65. If a decline is not observed, the 

effects of a decline are more severe. Therefore, they deliver a remote safety control fog-based 

network and drop detection. Both e-health parameters such as glucose, ECG, body temperature 

and quantitative data such as ambient temperature, humidity and air quality can all be 

automatically controlled in real time via the device. The framework provides many advanced 

resources such as removing ECG functionality, stability, and local remote storage by taking 

advantage of cloud infrastructure at the edge of the network. The tests indicate the machine 

operates correctly and the portable sensor node saves electricity. Since the node is fitted with 

several forms of sensors, the implementation of a 1000 mAh lithium battery will comfortably 

operate up to 157 hours with one charge [12]. 

 Millions of people globally suffer from diabetes, and the total expense of diabetes treatment is 

up to 250 million. A significant drawback in current ontology-based diabetes diagnosis and 

treatment schemes is the existence in semanthropic discrepancies and the lack of a systematic 

therapeutic method, mostly attributable to the inclusion of a small number of communities within 

the paradigm. Within this article, they concentrate on developing an evolutionary paradigm for 

diabetics by collecting comprehensive information from subjects for evaluation and eventual 

care of diabetes patients. A crucial consideration for functional interoperability of remote health 

care is the definition of semantic tools for electronic health record requirements. This thesis 

applies semantic ontology on the Internet to build an ontology-based diabetics model to help 

clinicians make an appropriate diagnostic decision on the state of diabetes by implementing 

semantic grammar on the Network. In this analysis, a total of 766 patient reports were chosen 

from the hospital environment, and 269 of them were considered to have diabetes. Experimental 

tests suggest that the approach presented is more effective in the treatment of diabetes compared 

with other therapeutic methods. The ontology-based diabetes health model success study for 

effective assessment of illness, diabetes treatment and medication prescription is 95%, 98% and 

85% respectively [13]. 
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 Kaur et al. (2019), The Internet of Things (IoT) has enabled various types of IT applications, 

one of which is crucial for smart and connected healthcare. Your knowledge about physical and 

emotional wellbeing will be utilized to create a meaningful impact through network sensors in 

health care. It enables screening to meet individuals who do not have direct exposure to an 

appropriate program of health surveillance. The data collected will then be processed using 

various machine learning techniques, and then exchanged with medical practitioners on the radio 

who will have correct feedback. Such scenarios still occur, so their aim is to enhance them by 

utilizing compulsory research to evaluate past evidence and anticipate potential issues. This will 

help them to switch from response to perspective by rapidly recognizing patterns and providing 

decisions on behalf of the individual provider of health care. In this article, the authors applied 

numerous machine learning strategies and considered cloud-related public health care data sets to 

create a framework that allows real-time remote health tracking focused on the cloud-based 

Internet of Things network. The program would be in a role to produce suggestions based on 

historical and experimental cloud results. In a database, the writers proposed a system for 

information exploration, offering a light to mask trends that could help make accurate decisions. 

This paper analyzed disease prediction mechanisms such as coronary failure, breast cancer, 

asthma, spectral liver, thyroid gland, skin disease, hepatic diseases, and surgical data utilizing a 

variety of input features specific to this clinical illness. Any of the machine learning algorithms 

covered in this paper, such as K-NN, Help Vector Machine, Decision Trees, Random Forest, and 

MLP, are used to achieve experimental tests [14]. 

 With the high prevalence and long-term diabetes treatment, and many complications, 

developing countries need a new paradigm for diabetes self-management. This research therefore 

aims to evaluate the deployment and effect of a modern diabetes self-management model, known 

as the cloud health knowledge network, in Shanghai, China. Implementation of the current model 

was measured in terms of utilization of facilities at urban health care centers and programs 

offered. The impact was measured from 2012 to 2017, depending on the care rate and control 

scale. Using the Spearman method, the similarities with the self-management levels is analyzed. 

The software portal for Shanghai Healthcare Cloud was found to span a total of 237 community 

health services centers in the 16 administrative districts and offer 2,899 health stations to them 

by 2017. On average, 8,966 users submitted data per day from the Cloud health care portal to 

details, with a usage accumulation of 12 043 508 times per user and a total average rise of 

13,227.9. In Shanghai, the incidence of diabetes diagnosis rose from 42.9 per cent in 2012 to 

78.0 per cent in 2017, and the incidence of regulation improved to 72 per cent in 2017, relative to 

63 per cent in 2012. However, there was a strong association between the rate of diagnosis and 

the degree of regulation and the degree of self-management. The findings show that the current 

diabetes patient awareness tool is actionable and efficient for diabetes self-management [15]. 

 

IV. MAIN VULNERABILITIES OF THE HEALTHCARE IOT 

 Connected devices in healthcare offer many advantages, however, the same devices pose 

increased risks to both to privacy and security. Some possible risks include: 

 

• Attacks on other systems; 

• Risks to personal safety; 

• Privacy risks. 

 

A. Privacy Issues:  



Annals of R.S.C.B., ISSN:1583-6258, Vol. 25, Issue 6, 2021, Pages 14126-14138 

Received 05 March 2021; Accepted 01 April 2021. 

 

http://annalsofrscb.ro          14134 

 
 

 

Risks of Patients’ Privacy Exposure: The biggest protection problem is security regarding the 

patient's personal health information. The Personal Health Record (PHR) is "a human electronic 

archive of health relevant knowledge that meets widely recognized requirements of 

interoperability" (Khan et al., 2009). PHRs are obtained from various outlets, and detailed input 

is given to the electronic health center. It will become the victim of cyber-attacks that result with 

the release of private details by including personal information. 

 

Data Eavesdropping: Data on patient safety are usually only open to approved caregivers. 

This data can be detected though as it passes through the wireless connections. For example, the 

common glucose tracking device focused on the Internet of Things and the Internet of Things 

insulin delivery system use wireless communications, which are also used to conduct privacy 

attacks and thus require sufficient security for the transmitted data. 

 

Ownership of data: Countries have patient data privacy regulations so these may differ from 

nation to nation. For fact, in some instances, as with portable exercise devices, many citizens feel 

that the data that has been collected and obtained is sufficient to safeguard the law, but in other 

situations it is not. 

 

Location privacy: Privacy on the site is about spying on a patient’s website. The anonymity of 

the WSN site, which explicitly masks the position of the sender, can be obtained by guiding it to 

a randomly selected intermediate node (RRIN) 

 

B. Security issues: 

  Given the emerging nature of a stable IoT, data submitted and retrieved by embedded 

computers may be exposed to different forms of cyber threats, from physical artifacts to web 

services and databases. The greatest problem, though, is system interoperability, which may 

allow the network to be exposed to new security bugs and other threats. 

 

Distributed denial of service (DDoS):  DDoS is an assault in which several malicious devices 

are used to target a single network, culminating in a denial of service and rendering the device 

inaccessible and the data unavailable. 

 

Med jacking: TrapX, a protection consultancy, stated in June 2015 that most health-care 

organizations are susceptible to the hijacking of medical equipment, often called "patient piracy." 

Most medical tools now enable criminals to quickly view vast volumes of sensitive data from 

healthcare company databases to be stealed. This could be infected by certain wired medical 

devices that can transmit and retrieve data or serve as a conduit or view patient data. In fact, the 

intruder has the ability to touch and adjust the dosage of the medication by manipulating a linked 

medical unit, and send the patient a very low or fatal volume. 

 

Unauthorized data access/ access control:  Different users are assigned to different 

applications, and each application will have a large number of users. With so much data stored in 

the cloud, the need for effective authentication technology to prevent illegal user sharing and 

unauthorized access to data becomes more important. Moreover, access control is necessary to 

prevent unauthorized entities from accessing system resources (data, servers, etc.) 
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V. Result 

Diabetes is considered as one of the deadliest and chronic diseases which causes an increase in 

blood sugar. Many complications occur if diabetes remains untreated and unidentified. The 

tedious identifying process results in visiting of a patient to a diagnostic center and consulting 

doctor. But the rise in machine learning approaches solves this critical problem. The motive of 

this study is to design a model which can prognosticate the likelihood of diabetes in patients with 

maximum accuracy. Therefore, six machine learning classification algorithms namely K Nearest 

Neighbors, Logistic Regression Model, Decision Tree Classifier, Random Forest Classifier, 

Gradient Boosting Classifier, and Support Vector Machines (SVM) Model are used in this 

experiment to detect diabetes at an early stage.  Pima Indians diabetes data set is available in UCI 

machine learning repository and this set has 768 instances and 8 number of attributes namely 

Pregnancies, Glucose, Blood Pressure, Skin Thickness. Insulin, BMI Diabetes, Pedigree 

Function and Age.  

 

Table 1: EDA (Exploratory Data Analysis) of Data 

 

Pregnan

cies 

Gluc

ose 

Blood-

Pressure 

Skin-

Thickness 

Insul

in 

B

MI 

Diabetes-Pedigree-

Function 

Ag

e 

cou

nt 
768 768 768 768 768 

76

8 
768 

76

8 

me

an 
3.845052 

120.8

9 
69.105469 20.536458 79.8 32 0.471876 33 

std 3.369578 
31.97

3 
19.355807 15.952218 115.2 

7.8

8 
0.331329 12 

min 0 0 0 0 0 0 0.078 21 

ma

x 
17 199 122 99 846 

67.

1 
2.42 81 

 

Table 2: Correlation  

 

Pregna

ncies 

Gluc

ose 

Blood-

Pressur

e 

Skin-

Thickn

ess 

Insul

in 

BM

I 

Diabetes-

Pedigree-

Function 

Ag

e 

Outco

me 

Pregnanci

es 
1 

0.129

5 

0.14128

2 

-

0.08167

2 

-

0.074 
0 -0.033523 0.5 

0.221

9 

Glucose 
0.12945

9 
1 0.15259 

0.05732

8 
0.331 0.2 0.137337 0.3 

0.466

58 

BloodPres

sure 

0.14128

2 

0.152

6 
1 

0.20737

1 
0.089 0.3 0.041265 0.2 

0.065

07 

SkinThick

ness 

-

0.08167

2 

0.057

3 

0.20737

1 
1 0.437 0.4 0.183928 -0 

0.074

75 

Insulin 

-

0.07353

5 

0.331

4 

0.08893

3 

0.43678

3 
1 0.2 0.185071 -0 

0.130

55 
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BMI 
0.01768

3 

0.221

1 

0.28180

5 

0.39257

3 
0.198 1 0.140647 0 

0.292

7 

DiabetesP

edigreeFu

nction 

-

0.03352

3 

0.137

3 

0.04126

5 

0.18392

8 
0.185 0.1 1 0 

0.173

84 

Age 
0.54434

1 

0.263

5 

0.23952

8 

-

0.11397 

-

0.042 
0 0.033561 1 

0.238

36 

Outcome 
0.22189

8 

0.466

6 

0.06506

8 

0.07475

2 
0.131 0.3 0.173844 0.2 1 

 

Table 3: Comparative Result 

Machine Learning 

Algorithms  

Training data 

Accuracy 

(%) 

Test data 

Accuracy 

(%) 

K Nearest Neighbors 79 72 

Logistic Regression Model 78 77 

Decision Tree Classifier 100 65 

Random Forest Classifier 100 78 

Gradient Boosting Classifier 92 74 

Support Vector Machines 

(SVM) Model 
77 76 

 

Results obtained show Random Forest Classifier outperforms with the highest accuracy of 78% 

comparatively other algorithms.  

 

VI. CONCLUSION 

 Secure and high-quality hospital facilities are of utmost significance for patients. Safety and 

the safety of healthcare data for patients are crucial concerns that will have a huge effect on 

Healthcare’s forthcoming achievement with IoT. A big problem in the healthcare system that is 

based on IoT is privacy strengthening. A health-care provider typically collects data from his 

patients and distributes it to health-care experts or registered clinics. Maybe the respondent will 

share the data with pharmaceutical and health insurance firms. While most healthcare 

organizations do not use enough tools to protect protection and privacy, safety and privacy play a 

significant role in IoT. These instruments generate a growing amount of extremely complex, 

highly sensitive real-time data. Diabetes is deemed one of the toughest and persistent illnesses 

causing elevated blood sugar. Some problems arise while diabetes stays unchecked, unexplained. 

The tedious recognition process ends in a patient attending a testing center and consulting doctor. 

Yet rising machine learning methods address this crucial question. This paper s developing a 

model that can forecast the risk of diabetes in patients with optimum precision. This experiment 

uses six machine learning classification algorithms including K Nearest Neighbors, Logistic 

Regression Model, Decision Tree Classifier, Random Forest Classifier, Gradient Boosting 

Classifier, and Support Vector Machines (SVM) Model to diagnose diabetes at an early level. 

The data collection for Pima Indians diabetes is available in the UCI machine learning repository 

and has 768 instances and 8 attributes, including births, glucose, blood pressure, skin thickness. 
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Insulin, BMI, Pedigree feature and era. Results obtained show Random Forest Classifier 

outperforms with the highest accuracy of 78% comparatively other algorithms.  
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