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ABSTRACT 

The digital archive of the patient's personal health records is the Electronic Health Record (EHR) that has various 

advantages. For finding the best solution to resolve the associated issues, a detailed study is required to utilize 

modern technologies and standards so that these issues and errors can be minimized. There are several issues 

associated with implementing the EHR, including data management, privacy, and patient data security. This 

research aims to examine the use of the Blockchain in EHR frameworks as per the national and international 

standards of EHR to reduce the associated issues. A blockchain-based framework can be successful in solving the 

current challenges in EHR. It allows storing, sharing, managing, controlling, and maintaining patient information 

between healthcare providers. The study illustrated the related difficulties of integrating EHR and proposed 

Blockchain as a solution to help manage the records and preserve privacy, confidentiality, usability and protection of 

patient-related details. This study helps to understand the current challenges better and help in the proper 

implementation of Blockchain technology in EHR. 
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1. Introduction 

 

As the healthcare sector has evolved rapidly across electronic health records (EHR), remote 

patient tracking (RPM) and technologies for population health management are significantly 

dependent on information technology (IT) [1][2]. The medical data provided by such mediums 

are huge and voluminous that create issues of data accuracy, complexity in data analysis, chances 

of privacy leakage and correct diagnosis and disease identification [3][4]. Because of the 

substantial assets reported from their perspective, hospital notes or medical documents have 

shown their relevance to patients. While it can increase diagnostic efficacy by sharing EHR 

patient data between different healthcare facilities, archiving clinical records can become a single 

point of failure. It is necessary to pursue attackers leading to ransomware attacks or service 

denials. In healthcare applications, data protection is also an essential feature and crucial to 

maintaining the security and privacy of sensitive health data. The healthcare experts require 

confidential records that cannot be revealed to third parties that possess privacy risks and data 

misuse. A collection of health information in medical archives collected from the start of patient 

injury through recovery requires this specific type of data. Consequently, this function will 

contribute to the exposure of patient details that do not conform with the provisions of the 

Portability and Transparency Act on Health Insurance 1996 (HIPAA) [5]. However, it is 

exceptionally necessary to exchange and view medical history in EHR to obtain smart and 

specialized medical services [6][7].  
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Emerging technical breakthroughs in blockchain and smart contracts, while being exchanged and 

accessed via EHR, are supposed to offer exciting solutions to safe patient data. Integrating the 

blockchain healthcare infrastructure will substantially add to human wellbeing [8]. Multiple 

signatures between patients and service providers may be approved through smart contracts, 

enabling only authorized personnel or devices to view or connect with the registered EHR data 

[9]. It will ensure the authenticity of the records and support anonymity for the patients. In 

addition, smart contracts will include links to personal health details (PHI) for researchers and 

facilitate automated monetary transfers to assist users and organizations operating [10]. 
 

2. Overview of Blockchain 

 

This technology was proposed by Satoshi Nakamoto in 2008 and was implemented in bitcoin 

cryptocurrency [11]. Blockchain technology is a decentralized distributed ledger that can store 

and share data securely and reliably. Records are kept anonymously and readily available to the 

users in a distributed manner, making it easier for community participants to view their history. 

Blockchain cryptology transforms trust trustees into third-party actors, yet all groups use 

complex algorithms to preserve entry credibility [12] [13]. This innovation provides HIE with 

another paradigm when trying to decentralize EHRs, improving the system's stability and 

security along these lines. In blockchain growth, consistency tools, digital databases and public-

key cryptography are central elements [14][15]. Because of the following, blockchain technology 

has attracted significant business and research interest: 

 

 Decentralized Storage: With the sender's permission, Blockchain easily stores data and 

moves it to third parties. Perhaps the most practical methods for ventilating data stockpiling 

are to store multiple duplicates of this information in several fields. 

 Consent: calculations control the entrance, stockpiling and If all gatherings to the 

organization consent to this choice, information changes are permitted. 

 Immutability: We can't adjust the data. If the data is put away in a particular square of the 

chain, further changes or modifications are not permitted [16]. 

 

1.1 Blockchain types for the healthcare 

 

The blockchain design demonstrates the way for sharing or authentication between hubs 

operating in the enterprise. The Blockchain is associated with individuals from various corners 

and is now familiar with the company; approvals such as Hyperledger texture [17]and swell [18] 

are referred to as the Blockchain. Since the protocol is generally available to individuals, each 

individual or corporate centre can be an individual from the company; these blockchains, such as 

Ethereum and Bitcoin, are often designed to be freely accessible [19]. 

 

 Public Blockchain 

A public blockchain is seen as an unapproved record if anyone can access the organization's 

hubs over the Internet (for example, Bitcoin or Ethereum). 

 Permissioned Blockchain (Private) 

The relative return of the average entity is allowed by this kind of restricted Blockchain. 

Strictly regulate data connectivity on private blockchain networks. 

 Consortium blockchain (federated) 
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It is a combination of public-private blockchain union, which can be seen as half-

decentralized. Each information exchange can be public or private in the blockchain 

business, and hubs reserve the choice to choose. 

 

3. Electronic Health Record 
 

Approach to the collection of consistent knowledge from medical care providers (for example, 

emergency clinics). Nevertheless, the EHR scheme's current privacy and security concerns 

restrict the provision of data summaries of specific patients from separate healthcare provider 

databases. EHR systems are increasingly being used as an easy way of exchanging medical 

information between different healthcare entities [20][21]. However, it is also challenging to 

obtain required patient records from different EHRs, as the existing EHR databases are linked 

explicitly with a designated healthcare provider or limited to a regional boundary.  They usually 

are based on centralized storage architecture that is prone to many security issues [22]. Based on 

the study released by the Office of the National Coordinator for Health Information Technology 

(ONC) [23], it is challenging to locate the addresses of the provider to determine the key hurdle 

to obtaining patient cords. Many projects attempt to address these issues, but the proposals 

developed by these projects are complicated and include restructuring or improving current EHR 

structures, which will entail considerable costs. They use a consolidated mechanism allowing 

patients and clinicians to scan for the dispersed medical history of a patient [24]. 
 

3.1 Issues in Electronic Health Record (EHR) 
 

In summary of Table 1, electronic health records software has serious privacy concerns, which 

can be a vulnerable target for hackers. Central authorization, presentation of sensitive 

information of the patients, management, and scaling of a large volume of data are significant 

EHR challenges. Other risks are related to data integrity, sharing, tracking, and data reliability 

[25]. These challenges must be catered at first. Otherwise, hospitals may face lawsuits from their 

patients if any serious hacking issues will be raised. Hence, the software is needed to be updated, 

calibrated and verified so that the risks can be minimized. 
 

Table1: Issues of EHR 
 

S. No. Ref Issues in EHR 

1 [26] Security issue 

2 [27] Security and data integrity 

3 [28] Data sharing and privacy 

4 [29] Data sharing and privacy 

5 [30] Data integrity 

6 [31] Privacy 

7 [32] Central authorization 

8 [33] Incompatibility of different EHR representations 

9 [34] The complexity of the audit log 

10 [35] N/A 

11 [36] Central Authorization 
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12 [37] Privacy 

13 [38] Security and data control 

14 [39] Privacy and access control 

15 [40] Safety, tracking, and reliability of data at systems 

16 [41] Scalability issues with the high volume of data 

 

 

4. Blockchain in EHR 
 

Blockchain highlights have many benefits in many business areas and can be a powerful 

instrument in implementing the medical care sector. Nonetheless, if the application does not need 

decentralization, blockchain innovation may not be the correct decision to take care of each 

business challenge [42]. If it is necessary to decentralize the software, blockchain innovation can 

be helpful. Today, in healthcare outcomes, this enthusiasm and resources have ventured into 

innovation. In 2016, the Office of the National Health Information Technology Coordinator 

published a white paper on the conceivable usage of Blockchain in medical services, perceiving 

the likely utility and importance of Blockchain in medical services. In light of this test, many 

proposed welfare strategies for Blockchain are proposed. Although the whole wellbeing record 

on the Blockchain would be put aside, it may be seen as a case in medical treatment utilization. 

Some possible deterrents to adoption, such as security and accuracy issues [43][44], have been 

established. The storage and distribution of documents require institutional standards and 

technical difficulties. Most temporary recommendations thus focus on awareness acceptance, 

analysis, and endorsement. An indication of usage is Guard Time, a Netherlands-based 

information technology organization, partnering with the Estonian government to set up a 

blockchain-based patient character validation structure [45][46]. All residents have a smart card 

that links a blockchain-based identity to EHR records. All DSE refreshes are hashed on the 

Blockchain and are registered. This strategy means that an unchanging review trail is contained 

in the EHR details and that the library is not malevolently adapted. Immovable history logs that 

are time-stamped will store records from current patient files and updates to the hospital website, 

such as appointment preparation, time stamping, and encrypting and signing blocks. 

The Department of Veterans Affairs has recently focused on data transparency due to questions 

about counterfeit schedules and the possibility of data misuse of amputation medical instruments 

such as pacemakers. These programs are medical. Maintaining secure and capable improvements 

to the healthcare record has some potential benefits. The second execution for the EHR was 

MedRec, an association with the MIT Media Lab and Beth Israel Deaconess Medical Center. 

This phase provides a decentralized approach for monitoring the distribution of permissions, 

powers and details between frameworks for Wellness [47][42]. The use of Blockchain is 

expected to enable patients to have the most influential operational capacity in this application 

and to know who can access details about their wellbeing. These permissions can be shared on 

the Blockchain to make it possible for a more computerized approach to sharing knowledge for 

clinical and research purposes, regardless of whether the true wellbeing data is not installed on 

the Blockchain. Although permissions for external space and bookkeeping pathways are 

maintained on the Blockchain, all clinical data remains in EHR frameworks and needs additional 

programming components to ensure genuine interoperability [47]. The MedRec project has been 

tested as a concept verification for drug specifics, and engineers are trying to update the issue by 

adding more sources of knowledge, contributors of information and users. As this proof of 
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concept suggests, blockchain technology can benefit significantly from biomedical research and 

findings exploration to provide quick and reliable access from longitudinal examinations to 

knowledge [48]. Blockchain in electronic health records (EHR) enables a safer system for 

storage, exchanging, management, fine-grained access protection, and medical information 

integrity. Interoperability of clinical insurance increases the speed with which doctors provide 

their patients with care and can support their patients navigate across the ecosystem of health 

care. Therefore, it has been found that it is feasible to utilize blockchain technologies to solve the 

problems associated with EHR implementation. Further research is, however, necessary for the 

proper validation of the blockchain-based EHRs. 

 
 

5. Advantages of applying Blockchain in EHR 
 

Blockchain in electronic health records (EHR) allows storing, sharing, management, fine-grained 

access control, and integrity of patient information through the safer mechanism. Providing 

interoperability in healthcare records will facilitate the ease of use for medical practitioners in 

providing diagnosis and healthcare support to their patients by accessing the patient's medical 

history.  Hence, it has been identified that blockchain technology will help overcome the issues 

with traditional EHRs and support interoperability. However, further research is required for the 

proper validation of the EHRs based on Blockchain. 
 

 

Table2: Advantages of Applying Blockchain in EHR 
 

S. 

No 
Reference Advantages 

1 [49] 1. Enhanced modularity 

2. Scalability, Data integrity and Access control 

3. Trust 

2 [50] 1.Interoperability 

2.High throughput 

3.Low Latency 

3 [47] 1. Security 

2.Auditability 

4 [51] 1. Security. 

5 [52] 1. Sharing of data among untrusted parties. 

2. Secure data provenance and auditing. 

6 [53] 1.Scalable 

2.Lightweight 

3.Secure 

7 [54] 1. Authentication 

2. Confidentiality 

3. Accountability 

8 [55] 1. User management 

2.Authorization 

3.Record management 
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6. Conclusion 

 

 EHR is the digital record of the medical history of the patient. It has solved many issues related 

to data transfer and storage. However, several issues associated with it are still not appropriately 

resolved.  A detailed study is required under modern technology standards so that errors related 

to EHR can be identified and possible solutions can be made to minimize the associated issues. 

The previous literature has identified that EHR implementation is mired with numerous issues, 

including data management and privacy concerns; therefore, researchers need to improvise it.  It 

has been identified that the Blockchain is a suitable technology to overcome the issues associated 

with the implementation of the EHR. This paper has provided a very detailed review and further 

highlighted the various advantages of blockchain application in the domain of EHR. Hence, 

blockchain-based methods can be applied to reduce the challenges in data management and 

security breaches in implementing EHR. 
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