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Abstract:

Authentication plays a major role nowadays with the increase in digital technology and the
mechanisms to break the technology. Entire world is moving towards the digital world where
the data security has to be maintained. On this basis authentication system that exists now
which are 2D based can be easily decoded or hacked. Hence a new mechanism using 3D
concept has its scope for better authentication. Virtual Reality can be used for authenticating
the user entry. This 3D based authentication provides user with utmost opportunity to
increase usability by making the user to immerse in the virtual world. The user has to create a
virtual password by wearing the HMD initially. The user alone will be able to identify the VR
password after wearing the HMD and by providing the 3D password which was created
earlier. Instead of using a password which consists of not creating a graphical pattern or
typing in the password, a new Secure Authentication Mechanism (SAM) was introduced for
effective and easy creation of passwords for authenticating the user using the VR technique.

Introduction:

Virtual Reality(VR) is a special environment which is created artificially with the help of
computer Technology, Hardware and software which provides the user a feel of being present
inside the environment. Instead of viewing a screen in front of them, user can be able to
interact with 3D objects and they will be completely immersed inside the environment
through two senses namely sight and sound. In addition with Virtual Reality, Augmented
Reality(AR) provides a better environment with enhanced virtual objects in it. In Augmented
Reality few real world objects will be present in addition to the background of the
environment. Another technology called Mixed Reality(MR) where the objects can interact
with the virtual objects. Instead of users seeing the 3D environment in this Virtual Reality
they actually get immersed in the environment.

VR technology has been widely used in the field of Learning[14], Data visualization
[13], Experimentation[8], Knowledge training[10], entertainment, aviation, medicine[9] and
the military. With this emergence it is idler that the VR technology will take a good form in
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providing secure authentication system. Various authentication schemes or algorithms are
available for protecting a system [7][15][16]. Only authorized persons can have the right to
use the system & its related data. Three categories of authentication system[11] [12][19] are
there for mobile and computer: knowledge-based, token-based and biometric-based
[5][17][18]. Token-based and Biometric-based are difficult because of the hardware setup.
Textual password uses a PIN (Personal Identification Number) that uses digits ranging 0-9,
which is easily memorisable but also easy to be broken. A largely used knowledge-based
authentication system is Pattern Lock System that contains a (3x3) grid where the user
constructs a pattern by connecting the points in the grid — commonly used in mobile phones
operating system. In this authentication using VR system, the user is immersed in an
environment where the user alone will be able to interact in the environment. Objects are
created virtually in this environment which is visible only for the user alone and no one else
can be able to see it and user can interact through the devices connected with it. The user has
to wear HMD and the hand devices for interacting with the objects. Objects will be moved
and placed or multiple objects are to be connected sequentially following a pattern of
selection for creating an authentication mechanism. So the possibilities of creating the object
selection sequence are more and it is highly impossible to predict by external users or
unauthorized persons.

In order to experience the Immersive Virtual Reality (IVR) the user has to wear the
Head Mounted Displays(HMD) for effective experience. Users store their personal data on
the devices and use them for social interactions; the need for seamless authentication in IVR
becomes increasingly important.

Methodology:

Authentication system using knowledge base can be further classified as recall based
and recognition based. The PIN, password that the user uses for authentication need to be
remembered and it has to be recalled whenever needed. Recognition based authentication
needs addition equipments may or may not be of high cost. In VR system the user needs
HMD and other auxiliary devices for authentication. The user should wear the HMD so that
the virtual environment will be visible only for that person. Many VR techniques have been
proposed for rendering authentication.

Traditional Authentication:

This traditional authentication includes the normal password, PIN and pattern that are widely
in use. These can be easily created and can be identified by the external user.

Augmented Knowledge Based Authentication

In this technique both Virtual Reality and Knowledge base has been augmented for
authenticating. Devices that are necessary are HMD, Hand device for typing in the virtual
keyboard. The user will be able to see a virtual keyboard or graphical representation for
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providing the pattern through the HMD which is connected with the hand device and the user
have to enter the password, PIN or pattern that was stored already for authentication.

(a) 4

Fig. 2.1 Knowledge Based Authentication (a) Hand device that is used for Password
authentication (b) Sample of pattern authentication system

Image Recognition

In this technique the user has to wear the HMD and user will be able to see a set
of images in the virtual environment. The user has to choose an image as
password to get authenticated. But the problem here is any external user can guess
the image with multiple tries.

Fig. 2.2 User selecting image in virtual environment for authentication

Bio metric based authentication

Facial recognition or biometric based recognition has got its own value in the 90’s and was
very popularly used authentication system since 2000. It captures the image of the user and
tries to locate the facial features and that was proved as low efficient technique because an
attacker can easily authenticated by putting a photo in front of the system's camera or video
input, they could trigger the system artificially in authenticating an unauthorized user. With
advancements made in this technique nowadays along with the face some kind of gestures are
also been added for authenticating the users.
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Fig. 2.3 Block diagram representing the authentication of user based on the
biometric.

Obiject based recognition
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In early days where ASCII terminals and command line interfaces were in use,
usage of passwords has some value. Considering the current technology the
devices connected with application are more in number and hence need a secure
authentication mechanism. Thus as an alternate for providing random
alphanumeric passwords which is non-obvious and nonmemorable string, the user
will be provided with a set of pictures to start with and the user has to select some
pictures of own leading to a meaningful and simple story for easy remembrance.
So for authentication of any system the user has to choose a group of graphical
icons which ranges from 10 to 20 according to the device support. When a
particular icon or image was selected, other icons can be replaced in their place,
expanding the number of possible combinations.

Fig. 2.4 Random object selection as password
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Related Work:

With the availability of many authentication systems such as passwords, PIN, face,
finger print etc., the user may feel comfortable. But the major drawbacks are as follows users
may face difficulty in remembering a long and random appearing password and because of
that, they create small, simple, and insecure passwords that are easy to attack.

Hardware Requirement:

The major hardware that is needed to develop the authentication system includes
HMD, Leap Motion and Oculus Rift DK2 which are cost effective and easy to work with the
environment. Head Mountable devices provide the user the feel of being present in the
environment, Leap Motion is a commercial hand tracking device which replicates the user’s
finger and hand movements from real world mapped to virtual world in the area defined by
the device from. The Oculus Rift DK2 is a virtual reality headset developed and
manufactured by Oculus providing development ease.

Working setup:

Initially user will wear the HMD and hand device for providing the input. This input
IS recognized by the user movements. These movements that link the objects are recognized
and verified for the correctness that was previously stored in the device.

I Login stage — User wears the HMD and provides the credentials for logging into
the device

ii. User Input stage — Using the device user will provide the input which is a set of
images from the environment.

iii. Recognition System — Device will remember the input and matches with the data
already provided. It will verify for the coordinates of the objects from the
environment that were recognized from the user input.

v, Validation / Authentication — The system will let the user in or lock out the system
after validating the input from the user. If the sequence and the coordinate does
not match exactly then the user is denied to enter and access the environment.

User Input Sequence detection /
Recognition of pattern

\ 4

(selection of objects)

Valid
coordinates

Lock the system

Unlock
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Conclusion:

This system is able to provide a better authentication mechanism compared to many
existing mechanism. Since the Head Mounted Display will be worn by the user, the
possibility of identifying what is going on in the virtual environment by the external users is
very less making it difficult to crack the authentication system. Also, the user will find the
environment comforting and password remembrance easy. Even if someone wears the
headset to perform the actions it would be almost impossible to perform the same action due
to spawning and objects used for the password by the user. By this way the security can be
increased to a greater extent which may seem to be more difficult for setting up the
environment and the interaction with the system initially.
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