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ABSTRACT: The transition from wired network to wireless network has created a 

tremendous technological boon worldwide.  Mobile Ad hoc Network (MANET) is one 

among the applications of wireless network. This MANET does not require any access point 

for communication and hence is called infrastructure less connection. MANET haswide range 

of applications in critical areas like military, etc.The technology grows, it posses both pros 

and cons. If the communication between the nodes is considered as an advantage, then 

security in the communication is still a drawback. MANET is prone to several attacks by 

malicious nodes because of its wide distribution and wireless medium. Hence developing an 

efficient intrusion detection system is mandatory for protecting the MANET from the 

malicious attackers. But the prevention mechanism is not sufficient to ensure the security. It 

should be focused from the part before an attacker can attack and damage the system. Hence 

an efficient and prominent intrusion detection system is required to achieve the better security 

in MANET. This paper might help in surveying various intrusion detection mechanisms 

available. In this paper we aim to explore intrusion detection system for securing MANET, 

compare various intrusion detection system mechanisms.  

Keywords: Network, Wireless communication, MANET, Intrusion Detection System. 

INTRODUCTION 

World is experiencing a rapid growth in computers and technology. Network plays a major 

role in exchanging data between two users. The requirement of fixed point infrastructure was 

decreased as MANET emerged. MANET stands for Mobile Ad hoc NETworks. This 

introduced the communication or information exchange between two mobile users who are 

connected in wireless.  MANET has become one of the significant technologies that work 

without an access point. This arrangement is called infrastructure less. This property of 

MANET attracted many applications which are very crucial. Few such applications are 

military, rescue operations, education, virtual conferencing etc. Each device connected in 

MANET has a transmitter, receiver which helps to communicate to the next device which has 

its own transmitter and receiver. The MANET has mobility as a main characteristic. It never 

bothers the communication range of two devices which is involved in communication. This is 

attained by dividing the MANET into two. They are single hop network and multi hop 
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network. If all the nodes or users communicate directly within a same range, then it falls 

under single hop network. On the other side, if they lie in different range and rely on 

intermediate devices for communication, then it is multi hop network. 

 

Fig 1 Mobile Ad hoc NETworks 

The MANET is prone to attacks because of two reasons. First, it is wireless. Tracking 

anonymous users or attacks is difficult. Second, MANET is an open medium and hence 

anybody can join the network which cannot be restricted. Hence to ensure security, we need a 

mechanism to identify the attacks. But even after identifying the attacks after their 

occurrence, it is good if it is detected before attacking. One such detection mechanism is 

Intrusion Detection System (IDS). IDS is a method helping to identify unauthorized activity 

or un approved access to a network. IDS in MANET include two concepts Intrusion detection 

technique and intrusion detection architecture. 

Intrusion detection system 

 

Fig 2: Taxonomy of Intrusion detection System 

There are two important models available in IDS. They are signature based approaches and 

anomaly based approaches. A third approach called specification based detection prevails 

common now a day.  Signature based approach follows a traditional approach. It matches the 

attacks with known attacks. If a new attack happens, signature based approach may fail to 

detect. Hence anomaly based approach is used for detecting unknown attacks in MANET. 

The normal behaviour of the system is captured in a trained system. If there is any deviation 

in the characteristic of the system that does not match the existing characteristic of a system 

then the misbehaving system is targeted as malicious device. In specification based detection, 

only specific characteristics which creates security inconvenience is targeted. If those features 

are irregular in behaviour with respect to the normal node, then those nodes are identified as 

malicious nodes.  
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The network is divided into seven layers in the OSI model. But in general, network can be 

categorized into five layers. They are 

1. Application layer 

2. Transport layer 

3. Network layer 

4. Data link layer  

5. Physical layer 

 

Similar to the intrusion detection system, Intrusion prevention system also prevails. Both 

commonly named as Intrusion Detection and Prevention system. The IDPS gives a crystal 

clear view in configuration of network, execution of a network, designing and securing the 

network. The taxonomy of Intrusion Detection and Prevention system (IDPS) is given below. 

 

 
Fig 3: Taxonomy of IDPS 

 

There are many methods or algorithms available for ensuring secured Intrusion Detection 

System where only popular techniques are discussed here. 

 

LITERATURE SURVEY 

Ankita Sharma et al proposed a policy enforcement technique for intrusion detection 

system[1]. Policy referred to rules or usage parameters which require accessing for users and 

authorizing them. They also addressed various attacks available in MANET such as black 

hole, grey hole, DoS attack etc., Ehsan Amiri et al discussed intrusion detection system and 

the attacks in MANET and compared various techniques to overcome the attacks[1]. Tushar 

Sharma et al discussed various techniques but focused on improving the limitations of watch 

dog, one of the popular technique in IDS[3]. An Intelligent Intrusion Detection and 

Prevention system for MANET was discussed by Opinder singh et al[5][17][18]. Various 

attacks and challenges in MANET was discussed[2][19]. The proposed technique dealt with 

black hole, flooding and selective packet drop attacks in MANET[5]. Vijayarani and Maria 

Sylviaa discussed various attacks that prevailed in MANET and techniques to overcome 

those attacks in their study. Nakeeran et al proposed and discussed an agent based intrusion 

detection system generally for ad hoc networks[6][15][16].  

SECURITY ATTRIBUTES AND ATTACKS IN MANET 

Security is considered to be an important service of MANET. But ensuring security is really a 

challenging task in MANET because of its mobility. 
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Few attributes which contribute to the security are availability, authenticity, reliability, 

confidentiality, scalability and integrity.[2] Availability indicates the usage of resources in an 

efficient way. Authenticity provides authentication for the user or a node. Scalability ensures 

the network without damage when new node is added to the network. Confidentiality protects 

the data from unauthorized users. Integrity ensures the trust that original message is received 

at the other end without corruption. It is important that any of the technique that is used for 

ensuring he security in a network should not compromise the above listed security attributes. 

The following are the common attacks in MANET. The attacks are grouped based on 

techniques and consequences.  

Black hole:  Packet is dropped in between during the communication. The place it dropped is 

not known and hence black hole. 

DoS attack: SYN attack, Ping of death, Eavesdropping Attacks, Spoofing attacks, 

Application level attacks are some attacks  that comes under DoS attacks. 

Flooding attack: malicious nodes transmit packets continuously to create unnecessary traffic 

in the network which degrades the performance of the network.  

Selective dropping: dropping packets from source to destination. This is an attack which 

drops few among the bundle of packets during transmission. This is difficult to detect 

because only selective packets are dropped and remaining packets are untouched and deliver 

correctly. 

Routing loop attack: this attack creates a loop among the routers where the packets revolve 

round into a single path. 

Collaborative attack: two or more nodes act simultaneously to induce an attack is called 

collaborative attack. 

INTRUSION DETECTION SYSTEM TECHNIQUES 

WATCH DOG 

Watch dog is a method that identifies and detects the misbehaving node. The name watch dog 

indicates the behaviour of the IDS method. As the name suggest, watch dog watches the 

packets during transmission. When the source node starts its transmission, the watch dog 

starts monitoring the packet. The next node within the range and does not forward the same 

packet then the node is tagged as miscellaneous. The failure tally is increased. If the tally 

reaches a threshold, then the node is detected as malicious node. 

TWO ACK 

When there is a communication happening between two nodes and during packet 

transmission, the destination node of next hop sends back two hop acknowledgement to 

indicate successful transmission. This is called Two ACK where ACK stands for 

acknowledgement. 
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Fig: Two ACK IDS 

In the above diagram, when node X transmits the packet to node Y and then to node z. Since 

node Z is in two hops, it sends two acknowledgements to Y and to X. If there is no 

acknowledgement, X waits for a time. If the waiting time exceeds the threshold, both the 

nodes Y and Z are reported malicious.  

End to End ACK 

It is purely acknowledgement based.  The source node once after transmitting packet, expects 

for acknowledgement from the destination node which is similar to packet transmission hop 

by hop in the same path through which the packet has been transmitted. In successful 

reception of the acknowledgement from the destination, the source node transmits the 

remaining packets.  

 

Fig: End to End ACK 

AACK 

AACK stands for Adaptive Acknowledgement scheme. AACK is a hybrid combination 

which combines the Two ACK and End to End ACK schemes. Initially when the 

communication begins between the nodes, the scheme followed will be End to End ACK. In 

unsuccessful transmission where the acknowledgement packet is not received by the source, 

the transmission is switched to Two ACK technique. 

ZONE BASED INTRUSION DETECTION SYSTEM 
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It falls under anomaly based detection and follows Markov chain model construction. 

Extracting features, pre processing data, engine construction and tuning the parameters are 

included. In zone based IDS, the nodes are divided into two zones. The node which connects 

to other zone physically is called gateway node and all other nodes are called intra zone 

nodes. There may be more than one gateway node which continuously checks the network for 

any false packets or acknowledgements. This is to avoid single point failures. Only gateway 

nodes can alarm the network. 

EAACK 

The Enhanced Adapted ACKnowledgment is an advanced version of AACK which avoids 

receiver collision, transmission power reduction and over hearing identification. This three 

factors form the major drawbacks which declines the performance of the network and 

security.  

 

Fig: Enhanced Adaptive Acknowledgement 

The EAACK has three major parts. They are ACK, SACK (Secure ACK), MRA 

(Misbehaviour Report Authentication). The link between two nodes involved in 

communication is bidirectional. ACK Acknowledgement is end to end. Before transmitting 

the packets, the source node is expected to send an acknowledgement signal to the 

destination. If the packet passes through all intermediate nodes and successfully reach the 

destination, the acknowledgement for the packet sent by the source will be transmitted by the 

destination node. The acknowledgement from the destination node travels through the same 

route the first packet came, to the source node. If the packet from destination reaches within a 

time, then the source starts transmission assuming no malicious nodes in between. If the time 

exceeds the threshold, then the scheme switches to SACK. 

SACK, similar to ACK uses three consecutive nodes for detecting unauthorised users. The 

third node should send the acknowledgement packets. 
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Fig: False misbehaviour report 

MRA is the important step in identifying malicious node. If a node is suspected to be 

malicious, MRA field gets activated. To initiate MRA field, the source first gets the routes to 

the destination. If the packet is received correctly, then the MRA generated is false. If not 

there is a malicious node on the route in which the packet is travelled. In addition to the three 

fields of EAACK, Digital signature is also used for enhancing security using EAACK. An 

algorithm like RSA can be used. Before transmitting the packets, the ACK packets should be 

signed digitally and are verified and accepted. Comparing RSA, DSA suits well for digital 

signature schemes in MANET. The computational power is high comparing RSA but when 

considering performance and battery power still DSA is preferable. 

COMPARISON OF VARIOUS INTRUSION DETECTION SYSTEMS 

SCHEME ADVANTAGES DISADVANTAGES 

Watch 

dog 

Detect misbehaviour 

node at forwarding 

stage 

Collisions, false MRA, dropping of packets, reduced 

transmission power 

Two 

ACK 

Avoids receiver 

collision, limited 

transmission power 

Acknowledgement packets reduce the performance by 

creating unwanted traffic. 

 

End to 

end ACK 

Reduces the overhead 

caused by the ack 

packets.  

No guarantee for valid acknowledgement packets. 

AACK Avoids receiver 

collision, less 

acknowledgement 

overhead. 

If false MRA, then switches to Two ACK causing overhead 

Zone 

based 

All nodes simply 

transmit the packets. 

Only gateway nodes 

bother about malicious 

nodes. 

No centre point failure. 

Only gateway nodes detect the malicious nodes. If attacked in 

intermediate nodes, it would be difficult to find. 
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EAACK Avoids receiver 

collision, transmission 

power reduction, and 

false misbehaviour 

identification. 

False MRA identification is difficult. Using digital signature 

also overcomes the drawback. 

Table: Comparison of different IDS methods 

CONCLUSION 

It is clear that only detection mechanisms in MANET do not helps for a successful network 

with high security. Prevention measures are also needed. We studied various schemes under 

Intrusion Detection System out of which EAACK was found suitable for many applications 

in MANET. This paper studied various schemes of intrusion detection system. Though 

prevention is required than detecting, the detecting should be analysed from the other side 

before an attacker could attack and damage the system. Concluding this paper, Hybrid 

architecture can tackle the situation in a better way. 
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