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Abstract. The risk management maturity model (RMMM) has the purpose of helping the firms in
assessing their risk management practices and effectiveness in managing risks for various sectors, and
yet there is a lack of studies in tracking the progress and status of RMMM at the enterprise level.
Following this issue, the purpose of this research is to list and synthesize the RMMM and map their
similarities and differences to determine and identify the state-of-the-art of the existing enterprise
RMMM. The synthesizing process of the enterprise RMMM uses the approach of literature review on
the existing RMMM established after the introduction of the ISO 31000 standard in 2009. Moreover,
the enterprise RMMM of interest are the models that emphasize practicality instead of theoretically.
The findings show that enterprise RMMM has its level of complexity and characteristics, indicating
that not all maturity models are suitable for every firm, and the aspect of technology has an increase
of importance within the current state-of-the-art of enterprise RMMM. Therefore, firms are
recommended to select a RMMM that matches their risk management capabilities and effectiveness
and capitalize on the advancement of technology to enhance their risk management maturity.
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1. Introduction

The risk management maturity model (RMMM) has the function to assess the firm's
attributes and capability in terms of its risk management effectiveness and quality in managing
risks for consistent implementation and continuous improvement of its risk management
process [1]. However, every firm has different needs in implementing risk management due to
the nature and the characteristic of the industry in which the firm operates. Moreover, the
importance and the characteristic of risk management are different among firms and the
parties that are associated with the firms [2]. Some of the firms are implementing extensive
risk management practices to cope with the high degree of the risks they are faced due to the
nature of their industries, while some of the firms are not [3]. Consequently, all firms have
different maturity levels in terms of risk management effectiveness in coping with the risks.

Following this circumstance, some problems and damages arising from the firms' different
maturity levels of risk management implementation and effectiveness. For instance, one of the
major events that uncovered the problems and damages on the firms' risk maturity level is
during the 2008 financial crisis. Even though the firms adopt the tools and the techniques of
risk management, it is shown that some firms are vulnerable due to sudden changes in the
market during the crisis [4,5]. In which, it reflects the difference among the firms in terms of
their risk management maturity and the damages are worse if the firm has shallow risk
management maturity.

At the enterprise level, the lack of understanding in risk management and inadequate level
of maturity may jeopardize the firms' value. If the firms are not able to manage their risks
effectively, the public perceptions of the firms are negatively affected and deemed to be
incapable of maintaining the firm's value and the responsibility to its customers. Based on the
global survey conducted by Aon [6] in 2019, the top two risks faced by the firms are the
economic slowdown and damages to the firm's reputation. A firm with a low maturity level in
risk management practices can create a ripple effect on all aspects of the firm, including its
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business performance and reputation. As shown in the research conducted by Farrell and
Gallagher [7], the risk management practices conducted by the firms are correlated with their
firm's value, in which firms with mature risk management practices show higher firm value.
Thus, the appropriate RMMM is required to help the firms in identifying their maturity in risk
management understanding and implementations in managing risks and aid them in
establishing necessary steps to improve their maturity level.

In this regard, the needs of RMMM are growing to help the firms of all industries to
manage their risks. According to Macgillivray et al. [8], maturity modeling experiences an
increase in acceptance in the academic and industrial fields. Various RMMM is developed by
scholars, universities, consulting firms, and government institutions. The function and the
application of RMMM are diversified across disciplines, even though the primary purpose and
the concepts among the existing RMMM are similar.

The existing maturity models are heavily oriented in software development and software
engineering fields, and its impact on the field of information technology is also affecting the
maturity models used in project management due to the software development is commonly
handled in a project manner [9]. In which, these maturity models are based on the principles of
product quality during the times of “quality revolution" [10]. At the enterprise level, the
RMMM is not solely focused on a single product or a single project, but it focuses on all
aspects of the firm, which also covers the firm's decision-making capabilities to its effect on
the firm's business performance as a whole. Moreover, the maturity models that are used at the
enterprise level must be able to provide the firms with structured steps to be sustainable and
continuously improving itself in the long-term.

To address this issue, the purpose of this paper is to present the existing enterprise RMMM
to uncover its state-of-the-art status and mapping the models' similarities and differences.
Furthermore, the review on the enterprise RMMM is also to determine if the existing models
are still relevant to the current dynamics of risks faced by the firms at the enterprise level
within the aspect of practicality. Therefore, the result of this study is to deliver a
comprehensive analysis of the enterprise RMMM and the implications it brings to the risks
practitioners and researchers.

As for the structure of this paper, it is presented as follows. The previous studies regarding
enterprise risk management and its relevancy with the development of RMMM, along with its
characteristics, are described in Section Il. Section 111 presents the design, the analysis, and the
synthesizing process of the literature review on the enterprise RMMM. The findings on
similarities and differences of the selected enterpriss RMMM, along with its key
characteristics, are presented in Section IV. Lastly, the conclusions of the research along with
its practical implications are presented in Section V.

2. Related Works

This section presents the basis of the theoretical framework in terms of the relevancy
between the risk management practice at the enterprise level and its RMMM. Thereby, it
consists of two sub-sections: (1) the enterprise risk management — focusing on the idea and
the role of risk management principles at the enterprise environment and (2) risk management
maturity model — focusing on the function and the characteristics of RMMM in measuring
the firms' risk management maturity.

A. Enterprise risk management (ERM)

Within the context of an enterprise, a firm has a relationship with its stakeholders (such as,
its customers and investors), suppliers, the government, and also with the other [2]. An
enterprise firm does not solely focus on the internal aspect of the firm when dealing with risks.
Furthermore, the firms also have to take into account all the possibilities on how the other
parties may be affected by the decisions or events that occur outside of the firm and even the
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possible unfortunate events that arise internally. In which, the firms' capability in managing
risks that comes internally or externally has its implications to the firm's value [7,11-13].

In layman's terms, enterprise risk management (ERM) is generally described as the firm's
capability in identifying, analyzing, measuring, and producing the necessary actions to
mitigate the adverse effect of the risks to the firm's objectives or minimizing the impact of the
risks that have transformed into problems in the future [14,15]. As described by Oliva [2], a
good risk management practice involves the harmonization between the firm's risk
management activities and its awareness towards risks to enhance its operational performance,
tactical effectiveness, and decision-making capabilities. Thereby, an adequate ERM practices
depend on the firms' attitude towards risks and how the risks are managed to put the firms in
an advantageous situation.

As for the principles of risk management, it is introduced by ISO [16] under the ISO 31000
standard. These risk management principles are summarized as follows:

e Risk management creates and protects value to the firms.

e Risk management becomes an integral part of the firm which includes the use of risk
management as part of the decision-making process by using the best available
information and used to address the uncertainty faced by the firm.

e Risk management practices is systematic, structured and timely within a firm and it is
transparent and inclusive.

e The risk management is tailored made for the firm.

e Risk management takes into account the human and cultural factor of the firm.

e Risk management practices is dynamic, iterative, adapt-able to changes and continuously
improves the firm’s risk management maturity

Following these principles, the risk management activities are defined as coordinated
activities that are taken under the consideration of the risks faced by the firms [16]. It is also
implied that the implementation of risk management is not the same among the firms, and risk
management does not have the trait of “one-size-fits-all' due to the different external and
internal contexts faced by the firms. The firms' external context is driven by the nature of the
industries in which the firm operates (e.g., financial services, manufacturing, and agriculture).
In contrast, the firms' internal context is driven by their internal aspect (such as the origin of
ownership, the platform of their digital-based business process, and their target market).

Furthermore, one of the most intriguing phenomena is the shift of orientation between the
traditional and the latest version of ERM. Unlike the traditional risk management that is
focussing on downside risks and managing risk in silos [7,8,17,18], the latest version of ERM
emphasizes on the integration and consolidated framework that enable firms to pursue the
risk-reward perspective and favoring the innovation and positive risk attitudes to exploit
opportunities. As such, the latest version of ERM would give a balance view between
managing downside risk and upside risk [18]. By definition, the downside risk is the risk due
to bad things that could happen, whereas upside risk is the risk due to good things that do not
happen [18]. If a downside risk occurs, it will damage the value, hence we fail to protect the
firms' value. The downside risks are related to the circumstances where we face some threats
and fail to mitigate them, either or both of its likelihood and impacts. On the other hand, If an
upside risk occurs, it will not damage or produce any value, hence we fail to create a value to
the firm. The upside risks are related to the circumstances where we face some opportunities
and fail to exploit them, either or both of its likelihood and impacts.

In the case of implementing ERM, each of the firms has its perspective, priority, and needs
in coping with the risks. Even though the underlying purpose and principles of ERM are the
same, the degree and nature of the risks that are faced among the firms are not, practically
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speaking. It shows that each firm has its unique and distinct risks that inherently exist within
the industries in which the firms operate.

Moreover, the dynamic changes within the environment that the firms operate are also
contributing to the expansions of uncertainties and risks -- for example, the influence of
technological advancement to the firm's environment in the era of industry 4.0. Within the era
of industry 4.0, the firms are not only coping with their traditional risks but also facing the
risks arising from the integrated framework between the firms' physical (e.g., operational risk)
and digital activities (e.g., cyber risk and information risk) [19]. The impact of the risks within
the era that are dictated by the advancement of technology may even be more severe than the
traditional risks due to the interconnected network, information, and devices. Thus, firms are
introduced to these new risks because of the never-ending changes that are occurred globally
and forced to cope with it.

In this regard, the firms can obtain the benefits of ERM through enhanced governance of
risk management or even in its basic form [20]. The effectiveness of the ERM that are
conducted by the firms are related with the firm's capability in managing the risks that may
come internally or externally, and also the firm's capability to adapt to changes. In other
words, the effectiveness of ERM depends on the firms' maturity.

B. Risk mangement maturity models (RMMM)

Due to the different level of maturity of risk management among the firms within many
industries and the increase of various risks that happens because of the changes within the
firms' industry (i.e., the advancement of technology, and the regulations at the national and
international scale), the needs of risk management maturity models (RMMM) have become a
primary tool for the firms to evaluate its risk management effectiveness and maturity,
especially at the enterprise level. The purpose of RMMM is to improve the firm's risk
management process, compare its risk management performance, and demonstrate their risk
management capabilities to the parties involved with the firms [5,21]. In essence, firms can
use the RMMM to identify the lacking aspects of their risk management practice and
formulate appropriate objectives to improve their maturity level. Furthermore, it can also be
used to compare firm's risk management maturity against its competitor or even against the
best practice of risk management [22].

In measuring the firm's risk management maturity level, it often includes the aspect of the
firm's organizational structure, culture, strategy, and business process [5]. The idea of RMMM
is taken into account the firm as a whole in terms of its capability and effectiveness in dealing
with risks rather than just focusing on a single aspect of a firm. Therefore, the firms are
required to produce a strategic approach in producing structured risk management activities to
implement proper risk management practices, especially the strategic approach produced by
the firm's executives [22].

The structure of RMMM consists of two elements, namely, the maturity level and
attributes. The element of attributes describes the firm's risk management implementation.
Meanwhile, the element of maturity level describes the firm's competencies and capabilities in
practicing its risk management, which is usually represented using four or five maturity stages
and ranging from ad-hoc to optimized risk management practices depending on the variation
of the RMMM. Following these two elements, it is implied that the firm with mature risk
management practices has an integrated risk management process, and the concepts and the
implementation of risk management are embedded within the firm's business activities.

One of the earliest RMMM is the model proposed by Hillson [23] in 1997. Within this
model, the aspect of culture is taken into account on measuring the firm's maturity in
practicing risk management. It focuses on the firm's acceptance level on implementing the
concepts and the principles risk management practices, and the firm's risk-awareness trait in
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producing a risk-based decision-making mechanism. The model shows that the maturity of
risk management of a firm is not solely pin-pointed at its techniques and approaches but also
to the firm's attitude and awareness in managing risks, which also includes the firm's risk
appetite, risk tolerance, and risk threshold.

To put it into perspective at the enterprise level and the current changes in the firms'
environment, the firms are not only facing with the traditional risks (such as financial risk and
operational risks) but also with the advancement of technology and the dynamics of the
regulations at the national and international stage. As a result, there is a need for another
attribute within the RMMM to uncover the firms' maturity level within the environment's
dynamics changes.

Following this situation, Chapman [24] also proposed his version of RMMM. Even though
the general idea is the same with Hillson [23], within this RMMM, it has the criteria of
““system" which is explicitly designed to measure the firms' competence and maturity in
formulating the firm's risk strategy and implementing risk management practice within the
aspect of operational risk and the firm's business continuity management. This single attribute
alone implies the importance of the firm's preparedness in regards to the potential events that
may put the firm's sustainability at risk that may come internally or externally. In another
viewpoint, this model is also considering the potential changes within the firm's environment
or changes that happen globally that may introduce the firms to new risks and affects the firms
negatively if not handled appropriately and effectively.

Based on the RMMM of Hillson [23] and Chapman [24], it is inferred that enterprise
RMMM measures the firm's risk management maturity level in all aspects. Moreover, the risk
management practices conducted by the firms must also create and protect their value, and
through the implementation of risk management, it must also enable the firms to be
sustainable in the long-term. In which, the results of the risk management process are directed
to the firms internally (i.e., organizational structure, business activities, and its employee) and
externally (i.e., stakeholders) [22]. Therefore, the RMMM does not only measure the firm's
maturity in implementing the concepts and the principles of risk management within its
business activities but also measuring the attitude and risk awareness that are embedded within
the firm's organizational structure and business activities, and measuring the value and
benefits of risk management to the firms.

3. Methodologies

Following the purpose of this research, the synthesizing processes in uncovering the
similarities and the differences among the existing enterpriss RMMM are using a literature
review. As for acquiring the references of the enterprise risk maturity models, several services
are used, such as ScienceDirect, CiteSeerX, and Google Scholars. In which the previous
researches regarding enterprise RMMM are selected and analyzed to determine its relevancy
with the context and the purpose of this paper.

The enterprise RMMM of interest are the models that are established after the introduction
of the 1SO 31000 standard by ISO [16] in 2009. Moreover, the focus point of the enterprise
RMMM used in this research is the models that are predominantly oriented and emphasize on
the practical aspect of measuring the firms' risk management maturity level. Thus, the
enterprise RMMM that is considered as a proposed model or conceptual model is excluded in
this research.

The research design is adapted from the approach used in the research conducted by
Khoshgoftar and Osman [25] and Proenca et al. [10]. Following this approach, the variables
used for the analysis covers the perspective of the structure and the assessment criteria of the
enterprise risk maturity models in order to uncover the similarities and differences among the
models.
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Under the variables of the enterprise RMMM structure, it is oriented on the composition of
the models. In which, the key elements of the enterprise RMMM along with its maturity levels
are selected to uncover the wide-range of spectrum in assessing firms' risk management
maturity. Thus, the variables that are used to analyze the model are (1) the number of the
model's key elements or criteria, (2) the number of the maturity levels, (3) lowest maturity
level, and (4) highest maturity level.

As for the variables that are used to analyze the assessment approach of RMMM, it focuses
on the aspect of the application of the model. The variables that are selected are focused on the
implementation and the usage of the enterprise RMMM to the corresponding firms. Therefore,
It uses the variables of (1) the availability of the assessment method, (2) Strong or weak points
identification, (3) continuous improvement, (4) quantitative results, and (5) qualitative results.

4. Findings and Discussions

After filtering various models, it is found that there are six RMMM that fit the criteria on
its implementation at the enterprise level after the introduction of 1SO 31000 in 2009.Namely,
the enterprise RMMM introduced by Audit Office Of New South Wales [26], CGMA [27],
New Zealand Government [28], Association for Federal Enterprise Risk Management [29],
OCEG [30], and Deloitte [31]. The synthesized results of the similarities and differences
between these six models are presented in Table 1.

Among the six identified enterprise RMMM, each one of the models has similar key
elements or criteria in assessing firms' risk management maturity, notably within the aspect of
culture and risk management process. It shows a relation between the firm's attitude and
awareness of risk with the firm's capabilities and effectiveness in embedding the concepts and
principles of risk management into the firm's business activities. All of the identified RMMM
have also incorporated the aspect of “technology' that considers the dynamics changes that
may happen in the firms' environment. Moreover, the pattern of maturity levels among the
models is also similar. In which it is described that the higher the firm’s risk management
maturity, the concepts, and principles of risk management become more embedded and
integrated into the firm’s business activities, and the firm becomes more aware of the risks that
exist in its environment.

On the other hand, in terms of the differences between the models, it is found that the
spectrum of assessing the firm's risk management maturity varies. Even though the general
idea of the criteria in each of the model is the same, some of the models (i.e., New Zealand
Government [28] and Deloitte [31]) have an emphasis on measuring the firm's effectiveness
and capabilities in anticipating disruptive events that may negatively affect the firm which
pointed to a specific event while the other models are only measuring the firm's risk
management effectiveness in general circumstances. It is also uncovered that the existing
RMMM has different complexity in implementing the models to measure the firm's risk
management maturity, which may be unsuitable to a particular firm, especially for the firm
that has a shallow risk management understanding and practices.

As for the state-of-the-art enterprise RMMM, it is found that the existing models are taken
into consideration the effect of technological advancement to the firms' performance in
managing risks. One of the attributes among the models is the implementation and the
integration of technology to the firms' business activities and using its advantage to provide
risk-based information that can be used by the firm to formulate effective risk-based strategies.
Furthermore, the current enterprise RMMM tend to assess the firm's maturity in terms of its
capability to produce a stress-testing report to give the firm a general outlook on potential new
risks.

Based on the differences and similarities of the identified models, the enterprise RMMM
have their characteristics and complexity that may be unsuitable for a particular firm. In this
regard, the maturity level at the enterprise level tends to appropriately and accurately measure
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a firm's maturity based on the firm's nature and the environment in which the firm operates.
Following this distinction among the models and the nature of the firm, if a firm chooses an
advanced risk maturity model without being a match with its capabilities, it could burden the
firm rather than giving an accurate and practical approach to improving its maturity.

Table 1. The Synthesized Result of The Enterprise Risk Management Maturity Model

Variabl | Audit Office | CGMA | New Association for | OCEG Deloitte
es? of New | [27] Zealand | Federal [30] [31]
South Wales Governm | Enterprise
[26] ent [28] Risk
Management
[29]
Panel A: The model's structure
A-1 5 8 4 4 4 3
A-2 5 4 5 5 5 5
- Robust . Advantag | Risk
A-3 Optimized ERM M5 Strategic o g Intelligent
Just
A-4 Initial Getting | M1 Initial / ad-hoc | Siloed Initial
Started
Panel B: The model's assessment
B-1 No Yes Yes No No No
B-2 Unspecified Yes Yes Unspecified EL}Jdnspemfl ;Jdnspemfl
B-3 Yes Yes Yes Yes Yes Yes
B-4 Unspecified Yes Yes Unspecified Yes Yes
B-5 Unspecified No No Unspecified Yes Yes

Variables Description

A-1: Number of key elements.

A-2: Maturity levels.

A-3: Highest maturity

A-4: Lowest maturity

B-1: Assessment method availability

B-2: Strong or weak point identification

B-3: Continuous improvement.

B-4: Qualitative results

B-5: Quantitative results

*The variables are adapted from Khoshgoftar and Osman [25] and Proenca et al. [10].

5. Conclusion

This paper aims to uncover the similarities and differences among the enterprise RMMM
and their state-of-the-art status. The enterprise RMMM of interest of this research is the
models that are established after the introduction of the ISO 31000 in 2009 and emphasize on
the practical aspect in measuring firms' risk management maturity.

The findings from the literature review suggest that the similarities among the model
include the aspect of “technology” in managing risks and using its benefits to provide the
firms with the information that can enhance their risk-based strategies and decision-making
capabilities. The current version of enterpriss RMMM considers the effect of technological
advancement to the firms and the potential new risk that may arise from it. In a sense, the
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state-of-the-art enterprise RMMM responded to the changes that occurred happened globally.
Meanwhile, concerning the differences among the models, it is suggested that the level of
complexity among the models is not the same and may not be suitable for a particular firm.
Thus, the firms are recommended to use enterprise RMMM that matches their level of risk
management understanding and capabilities and its relevancy to their current aspect of the
firm.

Following the findings of this research, it has its practical implication. The complexity
among the enterprise RMMM is not the same and may not be suitable for every firm at the
enterprise level. Therefore, the risk practitioners have to consider an appropriate enterprise
RMMM that matches with the firm's nature along with the characteristics of the firm's
environment and industry.

Although the findings fulfill the research's purpose, it has its limitations. First, there is a
likelihood that there are significant or unique models excluded in the analysis due to the
current scoping of the research which after the ISO 31000 standard introduction and with the
emphasis on practicality rather than theoretically. Secondly, the number of selected models
used in this research may be limited due to the proprietary rights of the RMMM that are
owned by the firms exclusively and it is confidential for public use.

Following these two limitations, it is recommended to conduct further research to expand
the scope of the enterprise RMMM. In which, the future research covers the expansion of the
time-horizon to the times before the introduction of ISO 31000 standard and increasing the
sample of enterprise RMMM in order to provide a more comprehensive analysis of the aspect
that is suitable for generic and particular firms' maturity in implementing and understanding
risk management. Last but not least, the future research might also consider to identify the
need of an alternative RMMM which provides a balanced view to address and deal with
downside and upside risks, while capturing the dynamic elements which affect the firms'
sustainable development goals.
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