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ABSTRACT 

Detection of malicious node is one of the challenges faced by the sensors in wireless sensor network. Clustered 

architecture is efficient one for detecting the malicious node and saves energy of the node. Sensors present in 

the cluster will monitor the information and send the information to cluster head by applying hamming code 

method. Based on the first cycle transmission, bit position will vary among the sensors. Cycle transmission and 

forwarding node information are stored as table called cycle table by cluster head. Cluster head will process the 

received information based on the cycle table. Mismatch in the table and suspicious node count, will leads to 

the detection of malicious node by the cluster head. 
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1.Introduction 
 

Wireless sensor network (WSN) refers to a group of spatially dispersed and dedicated sensors for 

monitoring and recording the physical conditions of the environment and organizing the collected 

data at a central location. Three types of architecture is there they are flat, cluster and location. In 

a flat architecture all the sensor nodes are scattered in the environment and monitor the 

environment then they send the information to the sink node. Detection of malicious node is 

difficult one in flat architecture when compared to hierarchical. In Hierarchical architecture 

scattered sensors are in groups called cluster.  

Each cluster has a head which will protect and controls the sensors belong to it. [1] Sensor nodes 

[2] have limited resources such as power, computation and communication capability, memory, 

and transmission range, whereas the gateway has an abundance of these resources. 
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Fig.1: Clustered Architecture 

 

In the above figure it is clearly illustrated clustered architecture. Group of sensors are grouped 

under three clusters CH-1, CH-2 and CH-3. Each Cluster head will control and aggregate the 

information from there group sensors. 

Cluster head position is a rotational basis, a node which is having a good energy level will be 

considered as a next cluster head. During cluster head rotation information about the cycle table 

will also be handed over to the new cluster head. 

Security[3] in the Wireless Sensor Networks has various difficulties, some common are: 

dynamically changing topology, wireless communication among the sensor nodes, infrastructure-

less framework, and limited physical resources like energy source, memory capacity and very 

low communication bandwidth. A malicious node is defined as node seeking to deny service to 

other nodes in the network. The node which modifies data before transmission or after 

transmission is known as malicious node. 

Generally [4] malicious node detection is a difficult one because a node which listen the entire 

network it absorbs every activity of the network. Then it will start to corrupt the data inside the 

network. 

Malicious node will corrupt the data which it received from the other node then it will forward 

the corrupted information. Messages will also be dropped by it. If the trust mechanism is used to 

find the malicious node then it will act as a normal node and score good trust then it will start to 

drop or modify the packets in the network and maintain a good trust level. 

The essential work of cluster head is to aggregate data from the sensors in its group.  The role of 

Cluster Head usually rotates between nodes in the cluster. Hamming code is a set of error-

correction codes that can be used to detect and correct the errors that can occur when the data is 

moved or stored from the sender to the receiver. An error during transmission is also being 

corrected in this paper. 

To secure the network, cryptography concept is used. But the node’s memory capacity is very 

low and energy will be consumed for this process. 

 

2. Related work 

 

[5] Reviewed a number of algorithms which finds a malicious node in wireless sensor networks 

and concluded that Genetic cryptography algorithm is a best one for detection of malicious 

node.[6] Trust mechanism is used to detect a malicious node that acts as a sink hole. Packets 
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dropped by malicious node are recovered by a transport protocol. [7] Proposed EERN algorithm 

and introduced two nodes called vigilant node and aggregator node which finds malicious node, 

faulty node and dead node also. 

[8] Proposed ERLEN model find a reliable node to forward a packet and eliminate malicious 

node from packet routing [9] Discuss the usefulness of two-dimensional distance based 

localization algorithms when the number of malicious sensors is equal to or greater than a certain 

threshold. They proved that some algorithms are able to detect the location of the malicious 

nodes if the number of malicious nodes is under (n – 2)/3, where n is the number of nodes in the 

network. 

[10] Detecting malicious node using Hamming code residue method. Security code is generated 

by sensors but in prescribed time to live (TTL). Malicious node will take more time to analyse 

the security code. So the time will exceed the (TTL). By using this method, malicious node can 

be detected, not only detection of malicious node, it improves the packet delivery ratio (PDR) and 

reduces the delay in the network. Hamming residue method, this method is responsible for 

providing security to WSNs beside the malicious attacks without any key distribution 

mechanism. 

[11]Proposed decentralised malicious node detection technique based on receiver signal strength 

indicator. This technique will localise and detect the malicious node in a small covered 

area.[12]Proposed an algorithm which selects a shortest path and deterministic strategies that 

regularize the power consumption, and cares different routing methods to secure the data. But, 

this strategy will fail because it is not considering the energy of the node in WSNs. 

[13] Proposed graph theory concepts to overcome from the node failure or compromised node 

and find out the shortest reliable path from sender node to sink node. [14] Comparison between 

flat and hierarchical architecture in power consumption and the lifetime of the network. 

Comparative study states that hierarchical architecture has more advantage than flat architecture 

like well structured, easy management, less power consumption, high lifetime and flood problem 

is avoided. 

 

3. Hamming code and cycle test model (HCCT) 

 

Sensor nodes are deployed in the monitoring environment. Sensors are grouped into number of 

clusters. This group of sensors are governed by cluster head. Cluster head position is rotational 

basis. Depending on the energy level of sensor nodes in the group, head position is assigned to 

the sensor.  

Based on hamming code method data can be send from sender node to cluster head. A senor node 

will send information by appending parity bit based on the cycle which it sends the information 

to destination. Only four cycles are allowed per sensor. If the sensor complete it’s forth cycle 

then it starts from first cycle.  

Cycle information and hop number is maintained as a table by the cluster head. Whenever the 

cluster head position changed the table will be forwarded to the forth coming cluster head. Then 

the new cluster head will continue the process. 

Generally malicious node send a data before that it will listen the transmission medium then it 

send the data. If it listens the medium every time data will be changed by each one of the cluster 

it will take a time to understand. In the meantime the cluster head will find the malicious node 

and eliminate it. 

If the node is too farther from the cluster head then the data send by that node will be forwarded 

by the intermediate node. 
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Fig.2: Malicious node in Cluster 

 

Cycle table 

Cycle table is maintained by the cluster head. In this table there three fields init. First one is node 

id, second one is node cycle and third one is suspicious. Suspicious field is to find malicious 

node. 

 
 

Table.1: Cycle table 

 

In this architecture the malicious node can corrupt the data in two ways. First one is it directly 

send a wrong information to the cluster head by listening one or two transaction by the other 

sensor node. It will be easily find out by the cluster head based on the cycle and node id. 

Second one is, it will act as an intermediate node and corrupt the data then it will send to the 

cluster head. This act is easily detected by the cluster head through the third field in the table. 

 

3. Hamming code bit position 

 

In the fig-2, cluster head-1(CH-1) has 11 nodes, N1 to N12 nodes information are gathered by the 

ch-1 send to sink node. Each node will responsible for certain region. If an event occurred, a 

sensor responsible for that region will send the information to the cluster head. That event is the 
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first event of the region and that is the first information send by the node means they have to send 

the information in hamming code first bit position.  

1 3 5 7 9 11 13 14 

Second cycle they are sending means they have to send in second bit position 

2 3 6 7 10 11 14 15 

Third cycle sensor have to send in 4
th

 bit position 

4 5 6 7 12 13 14 15 

Fourth cycle 8
th

 bit position 

8 9 10 11 12 13 14 15 

After completing fourth cycle, node has to enter into first cycle. The node information and cycle 

information’s are stored in the cycle table which is present in cluster head. 

In the table it is clearly illustrated that node N5, N8, N10 are denoted as a suspicious node not as 

malicious node. These three nodes send the information through the intermediate node called 

N12. It is assumed if a node send more than two times wrong information then that node will be a 

malicious node. That node information is send to all other node in the cluster. Other node will 

omit it from the packet routing. 

 

4. Workflow of hcct model 
 

Using the above format, sensors will send the information to the cluster head. Forwarding node 

will not change the format of the information. It forwards the information to the cluster head or 

other intermediate node. Sensor which monitors the environment will send the information to the 

cluster head. So the sender has to follow the hamming code technique for sending the message. 

Forwarding nodes are not allowed to apply hamming code. Originator of the message is allowed 

to covert the message into hamming code. Sender information and receiver information is stored 

in header of the message. In addition to that, intermediate node information is also stored in the 

header. 

 
 

Fig.3: Detection of malicious node by cluster head using hamming code and cycle table 
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5. Implementation 
 

Above fig-3 explain the work flow of cluster head to detect the malicious node. A cluster head 

receives data from sensors then it check with the cycle table whether it send the data in correct 

format or not. A sensor can send data to the cluster head directly or indirectly. A node sends 

directly to the cluster head, it checks with the table, match found accept the data. If it is not match 

that node is detected as a malicious node. A sensor send a data through intermediate node then 

the cluster head update with table and if the node is suspicious more than 2 times then it is a 

malicious node or else that node is indicated as suspicious. 

HCCT model is implemented in Math Lab with n number of nodes. N number of nodes are 

scattered in a x and y plane. By sending and receiving the data from the node. Cluster head will 

detect the malicious node based on HCCT model.  

 
 

Fig.4: Nodes deployed in an environment 

 

 
 

Fig.5: Detection of malicious node using HCCT model 
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6. Packet delivery ratio  

 

Moreover Packet delivery ratio will also be increased by using HCCT model. Packet Delivery 

ratio means number of packet delivered to the Number of packets send. In the below figure it is 

clearly illustrated that Packet delivery ratio is high if the clusters use HCCT model. Result shows 

HCCT model give good packet delivery ratio than other approaches.  

 
 

Fig.6: Packet delivery ratio 

 

7. Conclusion 

 

Using hamming code and cycle table a cluster head can efficiently detect the malicious node in 

the network and compared to other approach it shows high packet delivery ratio. HCCT model 

will work efficiently in clustered architecture. HCCT find the malicious node which wrongly 

sends the information, corrupt data during forwarding and drop data by malicious node. In future 

it will be extended to work in flat architecture. 
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